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1. NHcTtannauma CK3MN Kpuntollpo CSP

YcraHoBka anctpubytuBa Kpuntollpo CSP gonxHa nNpou3BOAUTLCS MOJIb30BATENEM,
MMeLWMM npasa agMMHUCTpaTopa. lNepea yctaHOBKOW AMCTpubyTmMBa, yaanuTte Bce
paHee cyuwlecTByloWmMe BepCuUM YyCTaHaBIMBaeMOro nporpamMMHoro obecnedeHus.
Ecnn moaynb kpuntorpadunyeckon NOAAEPXKW He yaaneH, HoBas Bepcus He byaer
yCcTaHoBfeHa. [Ansg 3Toro Mcnosb3ymTe NMyHKTbl OCHOBHOro MeHto Windows Myck =
HacTtpoiika = NaHenb ynpaBneHusa = YCTaHOBKa U yaasieHMe nNporpammMm.

[Ons ycTaHOBKM MporpaMMHOro obecrneyeHumss BCTaBbTe KOMMAKT-AWCK B AMCKOBOA.
MporpamMma yCTaHOBKM 3anyCTUTbCSA aBTOMATMYeCcKn. Ecnm KOMNbiOTEP HE HACTpoOeH
Ha aBTOMaTUYECKMI 3anycK MPUIOXEHUI C KOMMNaKT-AMCKa, 3anycTuTe nporpammy
AUTORUN.EXE c KkoMnakT-aucka.

Kpvntollpo CSP 3.0 D@PWWT@

Knw4yesoe cnoso B 3aluTe MHhopMmauun '.

English

YcraHoButh CSP
O6zop CD
WEB cait

Haww koopauHaTthl i

NoKyMeHTAaUMA

Puc. 1. CoaneprkaHune aucka Kpunrollpo CSP

Ona panbHenwelh yctaHoBku Kpuntollpo CSP, BbibepuTe 3HAYOK YCTAaHOBUTDL
Kpuntollpo CSP.

Mocnepywowasa ycTaHoOBKa MNpoOU3BOAMTCA B WHTEPAKTUBHOM pexume. [locne

3aBeplleHnss YCTaHOBKM AUCTpMEYTMBA HeO6X0AMMO MpPOM3BECTU Mnepe3arpysky
KOMMbtoTEpa.
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2. HTepdenc koHTposibHon naHenn CK3U Kpuntollpo CSP

2.1. [Joctyn K KoHTponbHOM naHenu CK3WM Kpuntollpo CSP

Ed Nanent ynpaenexqa

Edit

File

[aHHbIi pa3gen sBASETCA MHCTPYKUMEN MO MCMOJIb30BaHMIO KOHTPOJSIbHOW MaHenm
(naHenn HacTpoMKK) cpeacTBa Kpuntorpaduyeckonm 3awmTbl MHopMaumm (CK3N)
Kpuntolpo CSP. Ona nepexoga K naHenu HacTtpouku Kpuntollpo CSP oTkpoinTe
naHenb ynpaBieHUs KOMMbOTEPOM, MUCMOMb3ys NMYHKTbl MeHio Myck = Hacrtpoika
= MaHenb ynpaBseHUs N B OKHe NaHenu ynpasneHus (cMm. Puc. 2) Bbibepute
3Hayvok Kpuntollpo CSP.

=101 x|

Wigw Favorikes Tools  Help

EMeHeaxep patiodera cTona ntiew M
b [ [~

HazHaqeHHBIE 3a4aHHA
%I‘Inmﬁusamnn H Naponm

@I‘IDMTa
MpHHTEREI

CEOACTEA NAHENH ¥,
HacTpoFika napars, ..
3343ET PACMIHMCAHH, ..
¥NpagnAeT Noneso. ..
FoHtmrypadue Micr ...
AoBagneHke, vaan..

4mEBack - = - | ‘Qhsearch [Folders ©4 | B & | EH-
address |59 Nanens ynpasneHka j 6o
1 -1 pa 4 | FOMMEHT 3Pk | -
I—i f’lntemet Options Configure your Inte..,
e '“ ABTOMATHYECKOE DOHOENEHME HacTpofka asToMa. .
MaHens ynpasneH1A F'.,EI.MHHHETDMDDBEHHE Hac TpoiKka Napade. ..
@ JaTa v Epena ¥CTaHoEKa AaTel, ...
KpwnTtollpo CSP \Ejf JEYE M My NETHHEAKMS HacTpoika SEYKOE. ..
CeoricTea KpunTallpo C5P %MFpDBbIE YCTROHCTEA Aofagnenve, yaan.,.
Wwindows Update ﬁl{nasmawpa HacTpoika napave, .. foones
Moaaema Windows 2000 ||| KprnTan CEOACTES KpHnmal,..

CEORCTES KprnTollpo C5P

=
4

Puc. 2. NaHenb ynpasneHus

Cuctema nepenfer K KOHTposnbHOW naHenu CK3W Kpuntolpo CSP «CBo#cTBa:
KpunTtolpo CSP» (cMm.Puc. 3), koTopass COCTOUT U3 LWIEeCTU 3aKNafoK:

e 0b6uwue;
e obopynoBaHue;

e CepBUC;

o 6e3onacHoOCTb;

J AONONHUTENbHO,

J aJilrfOpUTMBblI.




XKTAN.00015-01 90 02-05. Kpuntollpo CSP. MHcTpyKumna no ncnonb3osaHuio Kpuntollpo CSP n TLS.

CeoicTEa: KpvnTolpo CSP i[

HonoaHKTensHo I BNropHTHE! I BesonacHocTe I
O6wme | D fopyloEaHME I CepBuc

|||@ Kpurmollpo CSP - KC2 3.0.3105
[C] Epurro-Mpo, 2000-2003, Bce Npaga =&l MWL eHEl

F.orananua Kpunro-po

— NuueHzuA
F.on npoguera; TLI00-000C0-000C" Y 0-01

Brnaneney; Elvira
K.oranaHua: Cyptopro
Tun nuueHzua: C5P+TLS

WoTekaeT Yepes 11 MecAusE, 27 QHEN

Beon nuueHsMM | PerucTpauma

k. | OTrEHA | [l BHrEHHTE

Puc. 3. NaHenb HAaCTPOMKH

2.2. Hactporka obwmx ceoncts CK3U Kpuntollpo CSP

2.2.1.

3aknagka O6wme koHTponbHoM naHenu CK3WM Kpuntollpo CSP npeaHasHadeHa ans
BBOAA NunueH3nn n perncrpaunm MO CK3U Kpuntollpo CSP.

BBoa cepuinHoro Homepa nunueHsnm KpuntollpoBanaepa
«Kpuntollpo CSP»

Mpwn yctaHoBke nporpaMMmHoro obecnedyeHus Kpuntollpo CSP 6e3 BBOAa NMUEH3UU
nonb30BaTeNto NpeaoCTaBISIeETCA NIMUEH3UA C OrpaHMYEeHHbIM CPOKOM AencTeus. Ans
ncrnonb3oBaHmsa Kpuntollpo CSP nocne okoH4yaHusas 3T10ro cpoka (cm. Puc. 5)
nonb3oBaTenb AO/HKEH BBECTU CEPUNHLIA HOMep C 6naHka JIMueH3nu, Nosy4YeHHOn Yy
opraHmsauunm-paspaboTumka WM OpraHusauum, wuMelLwer npasBa pacnpocTpaHeHUus
npoaykta (Aunepa).

Ona BBOAa /MueH3MM B MeHl BbinonHuTe MMyck = Hacrtpoilka = [MaHenb
ynpasneHus = Kpuntollpo CSP = O6wume. B naHenu HacTtpoinkn CK3W Kpuntollpo
CSP (cM. Puc. 5) HaxmuTe KHONKy BBOA nuuUeH3un.

Cuctema oTobpasut oOkHO «CBefeHuMss O nosb3oBaTene», B KOTOPOM Heobxoammo
yKasaTb CBEAEHMS O MoJSib30BaTesle, OpraHM3aunmn, a TakxKe BBECTU CEPpUUHBIN HOMep
c 6naHka JIuyeH3umn B COOTBETCTBYHOLWME Nons BBoaa (CM.Puc. 4).
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L]

CBeAEHWA O NONLI0BATENE
YrawHTE CEEAEHHA 0 cebe,

[onesoEaTENE:

IMBaHDB MEaH MeaHoEH4

COpraHHzanHa;

II{pHnTD-I'IpD

CEpHAHEIA HOMEP:
|Du3m:| |-||:u:u:|n|:| |-|nn|:u:|n |-||:|Eu:u:u:| |-||:u:u:|n|:| |

Install&hield

o] OTHEHS

Puc. 4. BBoa AaHHbIX JIMLLEH3UN

Mocne BBOAa M HaxaTus knasuwm OK npou3onaeT BO3BpaT K KOHTPOSbHOW MaHenu c
YKasaHHbIM TUMOM SIMLEH3UM U CPOKOM ee aelncTteusa (cM. Puc. 3).

CeoicTEa: KpynTollpo CSP ﬂ

HanonHKTEnEHD I A AropHTREL I besonacHooTE
Déwme | [ AopynoeaHHe I CepeMc

|||@ Kpurrolpa CSP KC2 20.3108
[C] Kpurro-Mpo, 2000-2003, Boce Npaga SawuweHE

F.orananua Fpurmo-Mpo

— NuueHzMA
F.oo npogykra: TL300-000C0-0000-01

Bnageney; Elvira
F.omnanua; Cryptopro
BREtA AEHCTEMA AULEHZM

HCTEEND

Beoa nuueHsMM | PervcTpauna

k. | OTrEHa | [ BHrAEHMHTE

Puc. 5. KoHTposibHasa naHesnb. 3aksagka «06wmue»
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2.2.2.

Perncrpaumnsa NO CK3U

Mocne 3aBepweHMs MporpaMMbl YCTAQHOBKM PEKOMEHAYEeTCA 3aperucrpupoBaTth
yCTaHOBNeHHOe nporpammHoe obecneveHne Kpuntollpo CSP y opraHusauuu-
paspaboTtumka. [Ona sToro B MeHio BbinonHuTe Myck = Hactponka = [MaHenb
ynpasneHus = Kpuntollpo CSP = O6wume. B naHenu HacTtpoinkn CK3W Kpuntollpo
CSP (cM.Puc. 5 Puc. 3) HaxMuTe KHomnky Perncrpaums.

OTKkpoeTcs OKHO 6pay3epa C NpeanoXeHwem OTNpaBuUTb PErncTpauuoHHble AaHHble
(cM.Puc. 6). Bbibepute ypobHbii pnsa Bac cnoco6 oTnpaBku  permcrtpaumMoHHOM
KapToukn n nubo pacnevatanTe AaHHbIN AOKYyMeHT (KHonka Haneuwatatb), nvb6o
OTNpaBbTe €ro o 3/eKTPOHHOM noyTe (KHoMka OTnpaBuTb NOo e-mail).

; KpunTolpo CSP: Pervcrpalqa - Microsoft Internet Explorer - ||:||5|

J dafin  Mpaeka EBwg  WsbpanHoe Cepewc  Cnpaeka | ;'J'
J W Hazan « B - |ﬂ Ig'] A | - Momck =7 Msbpadtoe @ Meana £ | W [R] f ;:b 3
| Papec; I@ C:\Documents and SettingstcaviLocal SettingsiTemplcprec = | |J Cebinkn @] certsry @& Bpema &) Java Cryptography &) dlasses  *

-

Kpuntollpo CSP

CnacuBo 2a PErHcTRAUM YCTAHOENEHHOMD NPOrpaMmMHore ofecnedequa Kpuntolpo CSP,
Mo Bonpocam TEXHWHECKOR NOALEPKKKM NpoAyKTa obpawaidTece

no agpecy info@cryptopro.ru,

Bonpock ECTRAWMESHWA M MCNOAEI0EAHMA NPOrpaMMHore obecnedeHua

Kpuntolpo C5P moxHo obcyanTe Ha cepeepe www. cryptopro. rufforum,

Haw aapec:

127015, Mackea, yn, Obpazyoea 35, 00O Hpunto-Mpo.
E-Mail: info@cryptopro.ru,

Tenedon: +7 (095) 289 4367

dakc +7 (095) 289 4367

PerncrpauloHHEIE AaHHBIE

MonezoeaTene: HennaHoe Anekcanap

QOpraHuszaumna; KpunTo-Npo

Bepcra Kpuntolpo CSP: KC1 2.0.3110 Debug

BepcHA onepaumoHHoR Microsoft Windows Server 2003, Standard
CHCTEMBI Edition Version 5.2 (Build 3720)
CepHAHEIA HoMEp

0200-00000-00000-00
FHUEHSKH!

Ecni Bel HE MME&eTe BOIMOKHOCTE NEPeASTE PEMMCTRAUMOHHEE A3HHEIE N0 BHEKTDOHHOH noqTe, nomanyﬁcra pacneHaTaﬁTe
BAaHKk W NepewnmrTe &ro No Gakcy MAKM No AoHTe,

OTApaekTe No e-miail I Hane-ataTe

=
4| | B

|é:| ’_ ’_ l_l _g MoK KomnerTER v

Puc. 6. BbinosiHeHne perncrpaumvm

2.3. Hactporka obopyaosaHus CK3W Kpuntollpo CSP

2.3.1.

3aknagka O6opyaoBaHMe  KOHTposbHOW naHenn  CK3W  Kpuntollpo  CSP
npeaHasHayeHa Ans U3MeHeHns Habopa yCTpOMCTB XPaHEHUS U CUUTLIBAHUS KIHOYEBOW
MHdOpMaUnn 1 AaTUMKOB cnydaliHblix uncen (Q4C).

N3MeHeHMe Habopa yCTPOMUCTB CUYMTbIBAHUS KHOYEBOM
nHpopMaumnm

2.3.1.1. [Jo6aBneHue cuuTtbiBaTens
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Ons Toro, uytobbl A06aBUTH cuMUTbIBaTENb B MeHlo, BbinonHuTe Myck = Hacrpoika =
MaHenb ynpaBneHna = Kpuntollpo CSP = O6opyaoBaHue. B naHenn HacTpoiiku
CK3U KpunTtolpo CSP (cM. Puc. 7) HaxxMuTe KHONKy HacTpouTb cuuTbiBaTeNM.

CeoicTea: Kpuntollpo CSP il
LonoaH|TEnEHD | A AropHTRE] | BezonacHocTe I
D6 He OBopylosaHk9e Cepeuc

— CyMTRIESTENM ZAKPBTEE KAOYER

Q [ozEonAeT 40G3EMTE HOBRIE W Y anTe HE HYHHEBIE
CMUTEIBATEMM SaKPETEEE KAKHEM.

HEICTDOHTb CHHMTBIESTE M. .. I

— JaTuiEM CAY4AHHETE HHCEN

[NozE0nAeT QOSAEUTE HOBEIE M Y3 3n-TE HE HYXHEIE
LATHHEM CNY4aRAHEIR HHCEN.

Hacrpoure OCY. ..

— K.nioueeksie HocHTENK

e  [1os500AeT 40GSEMTE HOBRIE M WIAMWTE HE HYHHEIE
— HOGHTENH CEKPETHER KAKYEH,

HEICTDDHTb HOCHTE M

0k OTrEHA [T EMMEHITE:

Puc. 7. KoHTponbHasa naHenb. 3aksaaka «06opyanoBaHue »

Cuctema oT06pasuT oKHO «YnpasneHune cuntbiBaTensamm» (cM. Puc. 8).
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YNpaBneHHe CYAMThIEATenaAMH X|

CuMTEIEATENM |

@ Huckosoa, A
lﬁ FPeectp
i! Cogone

NoGSaeuTe. .. Hpanre CEoMCTES

(] 4 I OTraeHa

Puc. 8. OkHO «YnpaBJsieHue cunuTbiBaTeNAMU >

Onsa Ttoro 4utobbl Aob6aBuTb cumTbiBaTeNb, HaxmuTe KHOMKy Jo6asButb. [pounsongert

3anyck MacTtepa ycTaHOBKM cuuTbiBaTens (cMm.Puc. 9). B okHe MacTepa yCTaHOBKU
HaXXMnTe KHONKY Aanee.

MacTep YCTAHOBKW CHMTLIBEATENA XI

MECTEP YCTAHOEKW CHHUTbIBEATENA
=
o

“EmEE

MEICTEI:I YCTSHOEKMW NOMOr3sT BeINOAHKMTE YCTIHOERY M
HACTPOMEY CHMTBIBATENA EAOYEELIRE HOCHMTENEM.

Y108k NPHMCTYNMTE K YoTaHOBRE, Hamm9Te kHonky ' Hanee’,

< Hazan

OTrEHa |

Puc. 9. 3anyck MacTtepa yCTaHOBKM CcUMUTbIBaTens
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Cuctema oTobpasut okHO «Bbibop cuuTbiBaTens» (cM.Puc. 10). Ana Toro 4tobbl
nobaBUTb cumMTbiBaTeb, BXOASWMNA B cocTaB auctpmbytmea CK3UM Kpuntolpo CSP, B

3TOM OKHe BblbepuTe U3 cnucka CcuYuTbiBaTENb, KOTOPbIA cneayeTt Ao6aBuTb, U HaxXMuTe
KHonky danee.

MacTep YCTAHOBKH CUMTHIBEATENA

Bmbop cuvTHBaTEnn
F.akok cuMTEIBATENE HEOAKOQMMO YCTAHOEMTL !

BrifepuTe cUMTEIBATENE, KOTOPEIE CABAYET AOGSEMTE, M HasktauTe kHoMkY " danee'"

NpousEooHTEM: JocTynHEE CYHTEIBETEM:

[Ece npovsEoapTend) €W Dallas (D5 1410E)
K.omnan9a Kpunmo-Mpo @ Dallas [0S 9097E ]
€D D alla: (0530970

HCT-EIHI:IBH'I'I: C OHCEA... |

¢ Haszan, I DHanee » I OTtaeHa |

Puc. 10. OxkHO «Bbi6op cuuTbiBaTens»

B 3aBMcMMOCTUM OT BbI6paHHOrO cumMTbiBaTeNs MOXeT noTtpeboBaTbCcsa Bbl6Op coeanHeEHUs
AN 9TOro ycTpomctea. Torga cuctema otobpasut okHO «Bblbop coegmnHeHunsa» (cMm.Puc.
11). B aTOM OKHe BblbepuTe coeanHeHne Ans CYNTbIBATENS N HAaXMUTE KHOMKy [anee.

MEETEP YCTAHOBKH CHYMTHIEATENA

Bmfiop coeaMHEHHA.
TpedyeTcA BRIGPATE COE0MHEHWE 00A 3TOrD YCTROMCTES

BrIfEpUTE COBAMHEHWE, KOTOROR CABAYET MCNONBS0GATE ANA AAHHOMD CORIMHEHWA,
YTodkl NpogomHMTE YCTAHOBKY NOCNE COBAMHEHHA, HamWTE kHoNEY ' Danee",

JoCTYNHEIE COBAMHEHKA:

LPTT
LPT2

< Hazan I Hanee > I OTreHa

Puc. 11. OkHo «BbI60op cunuTbiBaTens»
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CucteMa oTo6pasuT okHO «MMsi cunTbiBaTens» (cM. Puc. 12). B 3ToM OkHe BBeAWUTE UMS
BbI6PaHHOIO CYMTLIBATENS M HAaXMUTE KHOMKY [Aanee.

MEETEP YLCTAHOBKH CYMTEIBATENA

HmA cyHMTHiEaTEnA
TpElﬁ':lE-'TCH H3FHAYHTE HikA 4NA 3TOrD CHHMTEIBSTENA

MaosHo NS0 BEECTH KENaeMoe WA 407 ATOMD CHMTBIEATENA, MO0 MCNONbS0EaTE
MPEAN0KEHHOE HI4KE MA. HToSkl NpogoiHiTE YCTAHOEKY NOCNE BRIGODA HrEH,
HasiraMTE KHOMKY " Hanes',

HMH CHWTEIESTENA:

£ Hazan I Danee » I OTtieHa

Puc. 12. OkHO «AMA cunTbiBaTensa»

Cnctema oTobpa3smT OKHO «3aBeplieHuMe paboTbl MacTepa YCTAaHOBKW CUMTbIBaATENS»
(cM.Puc. 13). BHMMaTeNbHO NpoOYUTaTE TEKCT B 3TOM OKHE, HaXXMUTE B HEM KHOMKY
FoToBO 1 Nepe3arpy3nTe KOMMbOTEP, €cnn 370 TpebyeTcs.

MacTep yCTAaHOBKH CUMTLIBATENA EI

3agepweHne paboTel MacTepa
YCTAHOBKM CHMThIBATENA

BbifpanHeit B ardd cuuTRIBATENE TREAYET AOMNDAHHTEABHOMN
YCTSHOEKM ApaMEEpa YCTPORCTES OT NROMIE0AMTENA
aHHOro YyoTpofcTES. Bl MOKETE NOAYYMTE 3TH ApaFESpE]
Ha Eed-Cepeepe kornaHuK| K purmo-Mpo no agpecy

hittp: £ Aamana. cruptopro. ruddrivers.

UTofkl 35KOHYMTE YCTAHOEKY CUMTEIBSTENA, HAMKMWTE
kHonky 'ToToso'.

Mocne saEEpWEHMA YCTAHOEKM PEKOMEHIYETCA
MEPE 3AMPYINTE korneoTEp.

Hasraure kHonky "Haszan'', ecnu TpedyeTca HateHHTE
NapareTpel YCTSHOEK M.,

Puc. 13. 3aBepLueHMe Macrepa yCTaHOBKW CUMUTbIBaTens

MoMnuMo cuuTbiBaTENENn, BXOAAWMX B coctaB auctpumbytmea CK3W Kpuntollpo CSP,
CylWecTByeT BO3MOXHOCTb YCTaHOBWUTb CuMTbIBAaTEIM C AUCKA WM C CcepBepa
KpunTollpo.
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Onsa atoro B okHe «Bbibop cumTbiBaTens» (cM.Puc. 10) HaxXMuTe KHOMKY YCTaHOBUTb C
Aucka. NpousonaeTt 3anyck Mactepa yCTaHOBKM cymTbiBaTens ¢ ancka (cm. Puc. 14). B
OKHe MacTepa YCTaHOBKW HaXXMunTe KHonky fdanee.

¥CTaHoBKa C AMCKA il

MacTep NoMcKa U YyCTaHOBKM
BUBNMOTEKM NOAASPKKM

MacTep NOMCKE M YCTaHOBKK NOMArasT NpoMSEECTH NOMCK
Ha PazNHYHBLX HOCHTENAYK, BRIOOD M YCTaHOEKY GHENMOTER
NoAAEN#EH,

Yokl APHCTYAMTE K YCTAHOBKE, HAMMHTE KHOMEY " lanse",

< Hazan

OTHEHS |

Puc. 14. 3anyck MacTepa yCTaHOBKM CUMTbIBaTeNA C AUCKA

Cucrtema otobpas3nt okHO «Bblbop pasmelwieHus» (cM. Puc. 15). B aToM okHe Bbibepute
pa3melleHne, C KoOToporo TpebyeTcsa YCTaHOBUTb cuuTbiBaTenb (AUCK WM cepBep
KpunTtollpo) n HaxMute kHonky [Hdanee.

YCTaHDBKA C JMCKa

Bribop pazMeweH1a
Ha kakmx AMoKax MCKaTe YETAHOBOUHYHD MPOrpamy 7

YIaHHTE, Ha KaKHX AMCKEX CNEAYET HOKATh YCTAHOBLLHE.

Y7ofk NPMCTYAMTE K NOMCKY, HEMMHTE KHONKY “danee", MNpH noMcke
Ha FHOIKOM MM KOMN3KT-AHCKE BCTEERETE HY#HEIF AMCK 40 TOMD, KaK
Ay AET Ha%aTa KHonka " Janse",

[~ AWckosoas! HBKH: AMCKOE

[T AMCKOBODAE! KOMNAKT- AMCKOE

[T ¥kazaTe pasMellEHHE

IC:'I, DEEOM.., |

¥ Lepeep KprnTo-Mpo!

< Hazaa I fanee = I OTHEHS

Puc. 15. OkHO «Bbl6op pazMmeLweHna»

Cunctema oTo6pasnT okHO «Bblibop ycTtaHoBLWMKa» (CM. Puc. 16). B aToM okHe Bbibepute
YCTaHOBLUMWK, KOTOPbIN CneayeT 3anyCTuTb, U HaXXMuTe KHonky [anee.
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YCTaHDBKA C JMCKa

Bribop yCTaHOBWHKA
F.aKoR YCTaHOBLHE SamyCTHTE?

YiamHTE, KakoH YCTAHOBLWHE CNeAveT 3anycTHTE, AnA
ERIMONHEHKA YCTAHOEKH HAMMHMTE KHOMKY “MoToEd”,

AocTYAHEIE YCTAHOBLLHKHK!

CUYMTHIBATENE M JC "
DS9097E, 0590970, 0514 10E
CUMTEIEATENE - AMCKOEDL
CUMTRIBATENR PCISC
CUYMTEIBATENE PeecTp'
CuMTEIBaTENE W ACH 'Cobone'
CYHTEIBATENE Secrethet

< Hazaa I fanee = I OTHEHS

Puc. 16. OxkHO «Bbl6op ycTaHOBLYMKA»

MpousonaeT 3anyck ycTaHoBwMKa cuuTbiBaTens (cM. Puc. 17) lMocne 3aBeplieHus
YCTaHOBKM HaxxmuTe KHOMKy FoToBo.

Y¥CTaHOBKA C JHCKa

MaeT ycTaHoBKAa.
WCTAHOEKS ELIBPAHHEIX KOMIOHEHT,

A0MAMTECE DKOHHAHKA YCTAHOEKH "CYMTRIEATENE W ACH AKKopa™, 3To MoMeT
3AHATE HECKOMBKD MHHYT,

COCTOAHHE!
MaeT noAroTOEES K YCTAHOBEE,

|

= Hazaa [FomoEa | OTMEHA I

Puc. 17. YctaHOBKa HOCUTENA C AUCKA UJIU C cepBepa
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MpunmeuaHue. B coctaB aumctpubytuBa CK3W Kpuntollpo CSP He
BXOASAT JApavBepa W Apyrve MoAynam TpeTbUX NpousBoanTenen,
obecneumBarwwme B3aummogencteme Kpuntollpo CSP c annapaTHou
yacTbto. [N WX YCTAaHOBKWM HYXHO BOCMOJSIb30BATbCA MpPOrpaMMon
||_!_l__|| yCTaHOBKM, MOCTaB/SIEMOM  MPOU3BOANTENAMM  TakKUX  YCTPOMCTB.
Hanpumep, ecnn Kpuntollpo CSP yXe YyCTaHOBAEHO, W HYXHO

NCcnosib30BaTb HOBbIE YCTpOVICTBa, HeOGXO,CI,MMO YCTaHOBUTb
noaaepXuBealmLne apansepa U apyrme Moaynu oT NpoussoauTenein atux
YCTPOMNCTB.

2.3.1.2. YpaneHue cumtbiBarens

Ons Toro 4tobbl yAanuTb cuuTbiBaTeNb B MeHo, BbinonHuTe MNMyck = Hacrtpoika =
MaHenb ynpaBneHna = Kpuntollpo CSP = O6opyaoBaHue. B naHenn HacTpoiiku
CK3U Kpuntolpo CSP (cM. Puc. 7) HaxmuTe KHoNKy HacTpouTb cuuTbiBaTeNy.

Cnctema oT06pasuT OKHO <«YnpaBneHune cuuTbiBaTenamm» (cMm. Puc. 8). Bbibepute
cunTbiBaTENb, KOTOPbIN TpEbyeTcs yaanuTb, N HAXMUTE KHOMKY YAAUTb.

Cnctema oTobpas3unt okHo «[loaTBepXxaeHne Ha yaaneHue cuutbiBaTens» (cMm. Puc. 18).
HaxmuTte kHonky Aa. CuntbiBaTenb 6yaet yaaneH.

MoATEEPHLAEHHE HA ¥ AaNEHHE CUMTEIEATENA |
& Bkl AEACTEMTENEHD XOTHTE Y AAMNKTE CHMTRIBaTENE: Dallas (031410E), LPT1?

Aa | HeTt

Puc. 18. OkHo «loaTBep>kAeHMe Ha yaasieHue cuuTbiBaTens»

2.3.1.3. TMpocMOTp CBOMACTB cuMTbiBaTens

Onsa Toro 4tobbl NPOCMOTPETHL CBOMCTBA CYMTbIBaTENS, BbiNoaHMTe Myck = HacTpoiika
= MaHenb ynpasnenwma = Kpuntollpo CSP = O6opyaoBaHue. B naHenu
HacTpoikn CK3W Kpuntollpo CSP (cM. Puc. 7) Haxmute kKHonky Hacrpoutb
CUMTbIBaATE IN.

CunctemMa oT06pa3uT OKHO <«YnpaBneHune cuuTbiBaTenamm» (cM. Puc. 8). Bbibepute
cyuTbiBaTeNb, CBOMCTBaA KOTOporo TpebyeTcs MNpPOCMOTPETb, W HAXMWUTE KHOMKY
CBoMCTBa.

Cnctema otobpasut okHO «CouncrtBa: WMms cumtbiBaTens» (cM.Puc. 19), B KOTOpOM
oTobpaxkaetcsa cnpaBoyHas uHdbopMaunmss o BbIBpaHHOM cuMTbiBaTeNe, B TOM 4ucCne, U
OaHHble O COCTOSIHMW yCTpoWcTBa. llocne MpocMOTpa CBOWCTB CUMTbIBATENS HaXMuTe
KHonky OK.
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x

Cawme |

I-_IE:E CYMTEIBATENE WHPOQMALMY W3

— BuAnuoTeKa CONpAKEHMA;
CocToaHKe: MogkayeHE
M zroToB|TE R F.oranaHuA Epunmo-Mpo
Bepoua: 203058100

ak. I OTrieHa

Puc. 19. OkHo «CBoOMCTBa: UMA CUMTbIBaTens »

2.3.2. W3mMeHeHune Habopa YCTPOWCTB XpPaHEHMUS KIHOUEBOWM

nHpopMaumnm
2.3.2.1. [Ao6aBneHune HocuTens

[ns Toro 4To6bl 406aBUTL HOCUTENb KNOYEBOW MHGOPMaUUKN B MeHIO, BbinonHuTe Myck
= Hacrtpoiika = MaHenb ynpaBneHus = Kpuntollpo CSP = O6opypoBaHue. B

naHenn Hactporikn CK3WM Kpuntollpo CSP (cM. Puc. 7) HaxmmTe KHonky Hacrtpoutb
HOCUTenwm.

CncteMa oTo6pasuT OKHO «YMnpaBneHue KtoyeBbiMi HocuTenamm» (cM. Puc. 20).
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YnpaeneHWe KNHYEBLIMH HOCHTENAM XI

K. nioueERIE HOCHTEM I

HeTaHoENEHE cnegyll e KENYeERIE HOCHT 20l

- MPCOSEMY
@ Touch-mermon 05133
A eToken HS

& Ocrap

B Ocrap CSP 20

8 Ockap Kanan K

B PUE

JofagTE. .. Hpanire CEONCTEA

ak. I OTreHa

Puc. 20. OkHO «YnpaBJjieHue KJII0YEBbIMU HOCUTENAMU »

Ona Toro u4tobbl [06aBUTb KAKOYEBOWM HOCUTENb, HaXMuTe KHonky J[Jlo6aBuTb.
MpownsongeT 3anyck MacTepa yCTaHOBKW KatouyeBoro Hocutens (cM. Puc. 21). B okHe
MacTepa YCTaHOBKW HaXMuTe KHonky fdanee.

MacTep ¥YCTAHOBKK KNHOYEEOro HOCHTENA XI

MacTep yCTaHOEKM KNKOYEBOMD
HOCHUTENA

M acTep yoTAHOBKM NOMOr3ET BRINOAHWMTE YoTSHOBKY 1
HACTPOMEY KAKYEERIE HOCHTENEHA,

YTofkl NPHMCTYNMTE K YCTAHOBKE, HAMMTE KHOMEY " Hanse'"

< Hazan I Hanee » I OTreHa

Puc. 21. 3anyck MacTtepa yCTaHOBKMW KJ/IlOMEBOIro HocUTtens
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Cuctema otobpasnt okHo «Bbibop kntoueBoro Hocutens» (cM. Puc. 22). B 3TOM OkHe

BblbepuTe K/IOYEBON HOCUTENb, KOTOPbIA cneayer A06aBuTb, U HaXMUTE KHOMKY
Danee.

MacTep ¥YCTAaHOBKW KNHOYEBOro HOCHTENA

BriGop kmoYeEOro HOCHTENA
K.akoll KInYEEDE HOCHTENE HEOSXOQMMO YoT SHOEWTE Y

BrIGepTe KHYEEDA HOCKTENE, KOTOPEIA CNE0YET AOSAEMTE, M HamWTE KHonkY ' anes',

[ pOMSEQIMTEMM; JoCTYMHEIE KNHYEERIE HOSHTENM:
B | 8 MPCOSE MY
F.aranaHua Kpurmmalpo 0B Ocrap
& Ocrap CSF 20
258 PUEK

HE“TEIHEIEFH'I'I: C OMCEA... I

< Hazan I Danee » I OTrEHa |

Puc. 22. OkHO «Bbl6op KNOYEBOro HocuTensa »

Cuctema otobpasut okHo «MMsa knwueBoro Hocutens» (cM. Puc. 23). B atoM oOkHe
BBEeAUTE UMA BbIBpaHHOIroO HOCUTENS M HaXXMuTe KHOoMKy [fanee.

MacTep yCTAaHOBKHW KNHOYEBOro HOCHTENA

Hma knwyesoro HocuTenna
TpEﬁHE-‘TCFl H3SHAMWTE MA 0NA 3TOr0 KAKDYEEOrD HOCHTENA

b osHO AMB0 BEECTH HEeNaeros HMA 1A 3TOrD KADHEEOra HOCUTENA, AMbo
WCMNOES0EATE NPELAMKEHHDE HIAKE WA, HToSk! NpOLOMKKTE YCTAHOEKY NOCIE
BLIGOPE MMEHM, HamrWTe kHoNKY ' Hanes".

HMH KAOYEEOrD HOCKMTENA!

¢ Hazan I Danee » I OtraeHa

Puc. 23. OkHO «MNMAa Knro4YeBOro HocuTena »
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Cucrema MoxeT 0To6pasnTb AOMOMHUTENbHbIE OKHA B 3aBUCMMOCTU OT TUMa K/OYEBOro
HocuTens, Tak ana MPCOS/EMV 6yaet otobpa)xeHO OKHO «Pa3MmeTka KapTbi» (CM. Puc.
24). B 3TOM OKHe yKaXnTe pasMeTKy KapTbl N HaXMUTe KHOMNKYy [anee.

MacTep ¥YCTAHOBKK KNHOYEEOro HOCHTENA

K.axan pasMeTEa KapTu’?
YCTaHOBMTE NapaMETDRI PASMETEM KADTE

ATR: B 28 002806542010101 00720641

Macka: |FFFFFFFFFFFFFFFFEFOOFFFFFD

MpunoseHue IEF'ESF"

¢ Hasan I Hanee > I OTreHa

Puc. 24. OkHO «Pa3MeTKa KapTbl»

Cuctema oT06pasuT OKHO «3aBepleHue paboTbl MacTepa YCTAHOBKM KJ/HOYEBOro
HocuTena» (cM. Puc. 25). HaxxmMute B HEM kKHoMnKy FoToBO.

MacTep YCTAHOBKHW KNHOYEBO0ro HOCHTENA XI

3agepweHne paboTel MacTepa
YCTAHOBKMW KNKOYEBOrDo HOCUTENA

Urofibl S&KoHYMTE YOTAHOBKY KAHEE0ra HOCUTENA,
HaruTe kHonkY "'ToTosn”

Hasraure kHonky "Hazan"', ecnu TpetyeTca MaSMeHHTE
NapareTpel YCTSHOEK M.,

¢ Hazan I [oToED I OTreHa

Puc. 25. 3aBep|.ue|-me MacTepa YCTaHOBKM KJ1IIO4EeBOro HocuTtens
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2.3.2.2. YapaneHue Ko4vYeBoro Hocurens

Ons Toro 4Tobbl yAanuTb KOYeBOW HocuTenb, BbinonHuTe Myck = Hacrtpoiika =
MaHenb ynpaBneHna = Kpuntollpo CSP = O6opyaoBaHue. B naHenn HacTpoiiku
CK3WU KpunTolpo CSP (cM. Puc. 7) HaxmuTe KHoNky HacTtpouTb HOCUTenu.

CnctemMa oT06pasnT OKHO <«YNpaBfieHWe KA4yeBbiIMM HocuTensmm» (cM. Puc. 20).
Bbibepute KHOUYEBOW HOCUTENb, KOTOPbIN TpebyeTcs yaanuTb, U HaXMUTE KHOMKY
Yaanurob.

Cuctema oTob6pasuTt OkHO «lloATBep>AeHMe Ha yAasieHue KKYEeBOro HocuTens» (CM.
Puc. 26). Haxmute kHonky [Aa. Kntoueson HocuTenb yaeTt yaaneH.

MoaTEEPH A EHWE HA ¥ AaNEHHE KNHYEB0ro HOCH ﬂ
& Bkl AEACTEMTENEHD XOTHTE YAANMTE KNHHYEE0R HOCHTENR: MPCOSEMY, 17

Aa | HeT

Puc. 26. OkHo «lMoaTBeprkAeHUe Ha yaasleHUe KJ1I04MeBOro HocuTens »

2.3.2.3. MpocCMOTp CBOMCTB KJ/IIOUEBOro HOCUTENA

Ona Toro 4tobbl MPOCMOTPETb CBOMCTBA KJ/OYEBOro HoOcuTens, BbiNonHuTe Myck =
Hacrtpoiika = MaHenb ynpaBneHus = Kpuntollpo CSP = O6opyaoBaHue. B
naHenn Hactporikn CK3WM Kpuntollpo CSP (cM. Puc. 7) HaxmmTe KHonky HacrtpouTtb
HOCMUTEenwu.

Cnctema oT06pasnT OKHO <«YMNpaBfieHWe KK4yeBbiIMM HocuTensmm» (cM. Puc. 20).
Boibepute KKO4YEBOM HOCUTENb, CBOWCTBaA KOTOpPOro TpebyeTrca nNpoCcMOTpeTb, WU
HaXXMuTe kKHonky CBOMCTBA.

Cuctema oTtobpasut okHo «CsoncTtBa: WMMa Hocutens» (cMm. Puc. 27), B KOTOPOM
oTobpaxaeTcs crnpaBoyHas MHdOpMauus O BbIGpaHHOM K/HOYEBOM HOCUTeNe, B TOM
yncne, M JaHHble O COCTOSIHMM ycCTpoicTBa. [locrne MpocMoTpa CBOWCTB KJIKOYEBOIO
HocKTeNsa HaxmuTte KHonky OK.
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CeoAcTBa: MPCOSEMY x|

O6wme | Hacrpofika paSMETKHI

m MPCOSE MY

B HanMoTera ConpA#eEHHA:

CocToaHHE: [MagknmoyeHs!
HWaroroerent: k.omnanya Kpurmo-MNpo
Bepoua: 3031051001

] I OTreHa |

Puc. 27. OkHOo «CBoOMCTBa: UMA HOCUTENS »

2.3.3.

HacTtponka gatumkoB ciydanHbix yncen (ACH)
2.3.3.1.

Jo6aBnenune ACY

Ons Toro 4tobbl gobaButb ACH B MeHto, BbinonHUTe Myck = Hactpoika = MaHenb
ynpasneHua = Kpuntollpo CSP = O6opypoBaHue. B naHenn Hactporikm CK3U
Kpuntolpo CSP (cM. Puc. 7) HaxmuTe kHonky HacTtpoutb [4CU.

Cucrtema 0T06pasuT OKHO «YnpaBreHne gaTunkamm CriydarHbix yncen» (cMm. Puc. 28).
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YnpagneHye qaT4ydKamH Eﬂf'—lﬂﬁHblH b | XI

.D.EIT'-IHKH D.I'I';I'-IalriHbIH HHCEN I

ECTEIHDEF.I'IEHI:I CAEAYHWME 03THHEM CAYHARHBIR YHCEN:

i! Cofone
2 fvropn
B uonoryeckuii JCH "

JofaeuTe. .. Hoanre CEOHCTES |

(] I OTreHa [EHMEHHTE

Puc. 28. OKHO «YnpaBJ/ieHue AaT4yMKaMm cilydyaiHbIX Yymucen»

Ona Ttoro 4ytobbl pgobaButb ACH, HaxmmTe kHOMKy JAo6aBuTtb. [MpousongeTr 3anyck

Mactepa yctaHoBkm OCH (cMm. Puc. 29). B okHe MacTepa yCTaHOBKM HaXXMWUTE KHOMKY
Oanee.

MacTep ycTaHoEKH ACY

x|

- MacTep ycTaHoBkM ACH
-——

‘e

b acTEp YCTAHOBKM NOMOrSET BEINDAHWTE YCTAHOEKY M
HACTPOMNKY LATHMEOE CydaiHe: wqoen [QCH].

Y706kl NPMCTYNKTE K UCTAHOBKE, Ha#t|Te EHonkY W Oanee’’.

< Haszan

OTrEHa |

Puc. 29. 3anyck Mmactepa yctraHoBku [1CH
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Cucrtema otobpasut okHO «Bbibop ACYH» (cM. Puc. 30). B aTOM OkHe BbibepuTe AaTumk
Cny4YarHbIX YMcen, KOTopbIv cneayeT Ao6aBUTb U HAXMUTE KHOMKY [lanee.

MacTep ycTaHoExkH ACYH

Bwbop OCY
K.akai JCH Heofkoguio YyoTaHOBMTE !

Brigepure JCH, koTopeIll cneqyseT AoSaEMTE, M HakWTE KHONEY ' Hanee',

[pousEoaHTEnH; HocrynHee OCY:
[Bce MpoMsEaoMTen9) Eronoruyeckui JCY

k.omnanua Kpurmo-MNpo

< Hazan Hanee » OTreHa

Puc. 30. OkHOo «Bbi6op ACY>»

Cuctema otobpasut okHo «Wma OCY» (cm. Puc. 31). B 3TOM OKHe BBeguTe uMS
BbIGpaHHOro AaTtumKka cilydalHbIX YMCEN N HaXMUTe KHOMKy [anee.

MacTep ycTaHosku JCH

Hra JCY
TpetyeTcA HASHAYMTE MiA oA aToro ACH

MosHo MMO0 BEECTH senaeroe WA 4na atoro JICY, auvbo vcnonesoeaTe
MPEANNKEHHDE HHKE MitA, HTok! NpoLoa#kTE YCTAHOBKY NOCAE BEIGOPE UtEHH,
HasrauTe KHoNkY " Nanee".

Hram OCH:

Bronorkiectus JC4Y

< Hazan I Hanee » I OrreHa |

Puc. 31. OkHO «UmMma OCY»

CncrteMa oTob6pa3nT OKHO «3aBeplueHne paboTbl MacTepa ycraHoBku OCY» (cMm. Puc. 32).
Ha»xmMnTe B HEM KHOMKY FOTOBO 1 nepe3arpysute KOMMNbOTEP.
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MacTep ycTaHoexkH ACY E[

3aeepleHUe paboTel MacTepa

_...-"'
N ycTaHoBku ACH

‘e

Yrofel sakoHuuTe yoradoeky JCH, HaxmuTe kHOMKY
"loToeo'.

MNocne saBepLIEHUA YCTAHOBKM PEKOMEHIYETCA
MEPE3AMPH3IMTE kornewTEp.

Hasraure kHonky "Hasan", ecad Tpefyetca MUSMEHUTE
Napak4ET el YCT SHOEK L,

¢ Haszan,

OTtaeHa |

Puc. 32. 3aBepwieHme macrtepa ycraHoBku 1CH

2.3.3.2. Ypanenue ACHY

Ons Toro utobbl ypanute [CY, BbinonHute Myck = Hacrtpoiika = MaHenb
ynpaBneHua = Kpuntollpo CSP = O6opypnoBaHmue. B naHenu Hactpoikmn CK3U
KpunTtollpo CSP (cM. Puc. 7) HaxmuTe kHonky Hactpoutb A CH.

CncteMa oTo6pa3snT OKHO «YnpaBneHue gaTumkamu cnydamHbix umcen» (cMm. Puc. 28).
BbibepuTe paTtumnk, KoTOopbin TpebyeTca yaanuTb U HAXXMUTE KHOMKY YAanUTb.

CucteMa 0T06pa3snT OKHO «[MoATBEPXAEHME Ha yaaneHue aaTumka ClydyalhHbIX yncen»
(cM. Puc. 33). HaxmuTte kHonky Aa. [JaTumk cnyyYamHbiX yncen 6yner yaaneH.

MoaTEEpH QEHWE HA ¥ QaNEHHE JAaTUMKA CAYUYAAHBIN YHMCEn x|
& Bl AEHCTEMTENEHD XOTHTE ¥ AaNHTE ASTHHE CRYHaRHER: YHcen: MocneaoEaTensHoCTE DAMCH KoHCTaHTa. !

Aa | HeT

Puc. 33. OkHO «lMoaTBep>xaeHue Ha yaaneHue 1CYH»

2.3.3.3. MpocmoTp cBoiicTB ACH

Onsa Toro yTo6bl NpocMoTpeTh cBoKcTBa ACH, B MeHto BbinonHuTe Myck = HacTpoika
= MaHenb ynpasneuma = Kpuntollpo CSP = O6opypoBaHue. B naHenu
HacTporikn CK3W Kpuntollpo CSP (cM. Puc. 7) HaxmuTe kHonky HacTtpoutb [1CH.

CncteMa oTo6pa3snT OKHO «YMnpaBneHne gaTymkamu ciydamHbix umcen» (cm. Puc. 28).
Bbibepute paTtumk, CBOWCTBaA KOTOpOro TpebyeTcs MpOCMOTPETb, U HaXMUTE KHOMKY
CBoiicTBa.

Cuctema oTobpasut okHo «Ceonctea: Wma ACH» (cM. Puc. 34), B KOTOPOM
oTobpaxaeTcs cnpaBovHas WUHGOpMaums o BblIBpaHHOM AaTumMKe CNyYamHbIX 4ucen, B
TOM 4Yucne WM [aHHble O COoCTosHMM YycTpouctBa. [locne npocMmoTpa csoncte [CH
HaxMmuTe kHonky OK.
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CeokcTea: Buonorwueckyii JICY {(Knagxa x|

CEwme |

Eronoryecrkui JCH,

BuOaMoTER S CONpAM#EHIA;

CocToaHMe: MNogkaveHE
HWaroroerent: F.ornanua Kpurro-po
Bepcua; 2021081007

()% I OTtieHa

Puc. 34. OkHo «CBo#cTBa: umsa ACY»

MpumMmeuanune. Ecnn B CK3UN «Kpuntollpo CSP» HacTpoOeHO HEeCKOJ/IbKO
AATUYMKOB  ClyyalHbIX 4ucen, TO nNpu  (HOPMUPOBAHMU  UCXOAHOM
KnoyeBon mHdbopMmaumm byaer mcnonb3oBaTbcsa ACH, Haxoaswmncsa B
Cnucke ycTtaHoBsieHHbIX [JCY B camonm BepxHen ctpoke, ecnum OCYH He
yCTaHoB/eH, To 6yAeT ucnosb3oBaH cneaywowmn n 1.4. Hanpumep, ecnmn
YyCT@HOB/IEHO [Ba JaTymMKa Cay4YalHbix 4umcen - buoACH w ACH
OnekTpoHHOro 3amka «Cobonb», OHM HAXOAATCA B COCTOSIHUM —

I..l «MOAK/OYEH» M B BEpXHeN CTpOKe CMCKa AAaTYMKOB CAy4vYamHbIX yuncen

ykaszaH [CY D3SnekTpoHHoro 3amka «Cobonb, TO dopMMpoBaHue
MCXOAHOM Kto4yeBOon WHdopMauum 6yaeTr ocyuwecTBnatbca Ha [ACH
DneKkTpoHHOro 3amka «Cobonb». [Ona wcnonb3oBaHuma buo[CH,

HeobxoAMMO C MOMOLLb KHOMOK J J nepeMecTnuTb €ro Ha

BEPXHIOK NMO3NLUNIKO B CMUCKE.

2.4. PaboTa c KOHTenHepaMn n ceptudmkaTamm

3aknagka CepBuc kKoHTponbHOM naHenun CK3W Kpuntollpo CSP npegHa3HadeHa Ang
BbIMOSIHEHUSA CNeayoLWmMX onepawummn:

KonvpoBaHne M ypdaneHue 3aKpbITOro Kitouya, HaxoAsWerocsi B CyLUeCTBYIOLWEM
KOHTeWHepe;

MpocMOTP M YyCTaHOBKa CepTUdUKATOB, HaxXOAAWMXCA B  CYLIECTBYHOLEM
KOHTEMNHEepe 3aKpbITOro Ko4ya Ha HocuTene;

OcyllecTBNeHNEe CBSI3KM MeXAy CyLEeCTBYIWNM cepTudmkatoM wu3 daiina wu
CYLLIECTBYIOLUM KOHTEAHEPOM 3aKpPbITOrO K/oUa Ha HOCUTENE;

N3MeHeHMe 1 yaaneHne 3anoMHeHHbIX naponein (PIN-kogoB) gocTyna K HOCUTENSM
3aKpbITbIX K/IKOYEN.
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2.4.1. KonupoBaHue n yaaneHne KoOHTeMHepa 3aKpbITOro KJk4a

2.4.1.1. KonupoBaHMue KOHTelHepa 3aKpbITOro Kjirua

Ons Toro 4ytobbl CKONMPOBaTb KOHTEMHEP 3aKpbITOro Kak4a, B MeHK BbinoaHuTe Myck
= HacTtpoiika = MNMaHenb ynpaBneunsa = Kpunrtolpo CSP = CepBuc. B naHenn
HacTpokn CK3U Kpuntollpo CSP (cM. Puc. 35) HaxmmTte KkHonky CKOnNupoBaTb

KOHTelHep.
CeoicTea: KpynTolpo CSP ﬂ
JononHuTENEHD I ANropKTHEI I bBesonacHoCTE |
Déwme I O fopyn OEaHUE Cepeuc

— K.OHTERHEDEI 33K pETOrD KAKYS

AT FMACTERS NOSEONAKDT CEONMPOESTE £ U anKTE

FEKPEMEIA A4, HEX00AWMACA B CYW ECTEYHILL S
KOHTEHHEDE.

CKONUPOESTE KOHTEMHED. .. I Yaanure KOHTERHED. ..

— CeprudukaTEl B KOHTERHERE S3KPETOND Kao4a
3TOT MACTER NOSEDAET NPOCHOTPETE M YCTAHOEMTE
CEPTHERHEATEl, HAXO0QAWMECA B CYLWL ECTEYHIWEH
K.OHTEHHEDE 3aKPLTOr0 KAYE H3 HOCMTENE.

MNpocoTpETE CEPTURMKATE B KOHTEHHERE. ..

— NUHHBIA CEpTHDMEAT

3TOT MACTER NOSEQAET CEASATE CYLLECTEYHILLE
CENTHPMEAT ME afina C CYWECTEYHILLMM
KOHTEHHEROM SaKPRTOrD KAKHa Ha HOCKTENE.

HCTaHOBMTE AMYHEIN CEPTHHRHEAT... |

— [Naponu Ha HOCHTENAR SaKPETEIX KAoHER
3TH MacTepa NPEIHAZHAYEHE! 008 HStEHEHMA

OYMCTEM SanorHEHHEIR naponed [MWH-kogoE] gocTyna
K. HOCHTENAR SaKPETEE EIYEHN,

W SteHITE Naponk... | HoanTe sanorHEHHEIE N3pOad... |

k. | OTreHa | I'IpHMEHHTbl

Puc. 35. KoHTposibHas naHenb. 3aknaaka «CepBuc»

Cncrema 0To6pasmT okHO «KonunpoBaHne KOHTeMHepa 3aKpbITOro ka4da» (cM. Puc. 36).
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KonWpoEaHWE KOHTEARHEPA 3AKPLITOrD KNHYa |

K.oHTefHep 3aKpuIToOro Kmoya
BEEOMTE MM YKaAHKTE KOHTEMHED 3aKPEMTOND KAKYE, KOTOPBIA HEOSROMR0 g
CKOMNMPOBATE

M8 kMOYEEoro KOHTERHERS:
42cdee90-a592-05938-a071 47 39fc063230 O&sop... |

BEE1EHHOR UMA S30AET KAKMEEDH KOHTEHHERD:
{* Monezoeatend
" Komnetomepa

Brigepure CSP gna noMcka KAKYEERIX KOHTEAHEDOE:

Crypto-Pro GOST R 34.10-2001 KE1 CSP j

¢ Hazan I Danee » I OTreHa

Puc. 36. OkHO «KonupoBaHue KOHTEMHepa 3aKpbITOro Kjrwuya»

B HeM Heobx0AMMO 3anosTHUTb cnegywume nonda seoaa:

e WNMsA kN104EeBOro KOHTEWHEpa - BBOAWUTCS BPYYHYIO WM BblbMpaeTcs n3 crnmcka
(cM. Puc. 37) nocpeacTtBoM HaxaTus kHonku O630p;

e BBeageHHoe WMS 3ajaeT KJ/IOYEBOM KOHTeMHep - nepeksyaTesb
YCTaHaB/IMBAETCA B MOJIOXKEHNE Monb3oBaTenb Mun KOManOTep, B 3aBNCUMOCTU
OT TOro, B KakKoM XpaHMW/MLLE PacrofioXXeH KOHTENHED;

e Bblbepute CSP ana nNoOMCKa KJ/OYEBbIX KOHTEMHEpPOB - HeobxoaAnMbIN
KpuntolpoBanaep (CSP) BbibupaeTca 3 npeanaraemMoro cnucka.

i Bbibop KNHYEBDOro HOHTEHHEPA Kl

— B cnucre nokaseieare:

% I puKecTEEHHEE UMEHA " YHukankeHeE UMEHS

CnUcoK ENoYeERs K.OHTEHHEDOE NONES0BATENA:

CyMTEIEaTENE & | MraA KoHTERHERS |

=

PE Peectp elvira

Cancel | ] 4 I

2

Puc. 37. Bbi6op K/1Il0UEBOro KOHTENHepa

Mocne TOro, Kak BCe ross 3anojiHeHbl, HAXXMUTe KHOMKy fanee.

Ecnu Ha foCTyn K 3aKpbITOMY K/OYY YCTaHOB/EH NapoJsb, TO CMCTEMA MOMPOCUT BBECTU
ero. Beegunte naposib n HaxmuTe KHonky OK.

Cnctema oTobpasnt okHO «KonumpoBaHue KOHTeMHepa 3aKpbIToro kioda» (cM. Puc. 38), B
KOTOPOM Heob6xoAMMO BBECTUM MMS HOBOMO KJ/IKOYEBOrO KOHTElHepa WM YCTaHOBWUTb
nepekaoyatens BBepeHHoOe MMA 3apjaeT KAKOYEBOW KOHTEMHEP B MOJIOXKEeHMue
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Monb3oBatenb uin KoMnbroTep, B 3aBUCMMOCTM OT TOro, B KaKOM XpaHunauuie
TpebyeTcst pa3aMecTuTb CKONMPOBAHHbLIA KOHTENHEp.

KonWpoEaHWE KOHTEARHEPA 3AKPLITOrD KNHYa |

KoHTefHep 3akpuTOro KAya
BeeauTe KOHTENHED SaKPETOrD KAKYA, HA KOTOPEIN HEOSROLMMO CKOMMPOBSTE g

M knioyeBoro KOHTEHHEp:
WEETI

BEENEHHOE HMA S3138T KANHEE0H KOHTERHER:
' MonesosaTens
" Komnetomepa

Bridepure CSP gnA noMcka KNoYeELls KOHTEAHERDE
Crypto-Fro GOST B 34.10-2001 kC1 C5P j

¢ Hazan I [oToeo I OTreHa

Puc. 38. OkHO «KonupoBaHue KOHTelHepa 3aKpbITOro Kjruya»

Nocne BBoga HaxmuTe KHoMky ForoBo. Cuctema oT06pasnT OKHO, B KOTOPOM
Heob6xoanMo BbIbpaTb HOCUTEND A9 CKOMMPOBAHHOIO KOHTenHepa (cM. Puc. 39).

= -
3:!.! BoTaeeTe YMCTEIR KADHEE0H HOCUTENE
Uzerdl.

— CBEEAEHWA

HeTpolicTea: B cTagneHHeIM HOCHTEE:

CocToaHHe:

I-I [ [l "l | ~T T l"'l j
k. I OTrEHA CEEOEHWA <<

Puc. 39. OkHo Bbi6bopa Hocutens

BcTtaBbTe HOCUTENb B CUUTbIBaTeNb M HaxmuTe kKHonky OK. Cuctema oto6pasuT OKHO
YCTaHOBKM Mapons Ha AOCTyn K 3akpblToMy kato4vy (cM. Puc. 40). BeeauTte naponb,
noaTesepauTe ero, npu HeobxoamMmocTn yctaHosuTe dnar 3anoOMHUTb NapoJsib (ecnu
AaHHbIN dnar 6yaeT ycTaHOB/AEH, TO MapoJlb COXPaAHATCS B CheuMasibHOM XpaHwuaulie
Ha NOKaslbHOM KOMMbiOTepe M Npu obpalleHnn K 3aKpbiTOMYy KAO4y naponb 6yaer
aBTOMATM4YECKWN CUYMTLIBATLCS M3 3TOMO XpaHWNULLA, @ He BBOAMTLCS MOSb30BaTesneM).
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I_'Iﬁ HeTaHoewTe Napaib HE COS0AEaEMbIH

{* YeTaHoEMTE HOBRIR Naponk

OTreHa | MogpodHee » > |

koHTeiHep Ueerll

HoEkIl naponk: I

MooTEEp#HnEHHE: I

I- JanoMHHTE naponke

Puc. 40. OkHO BBOAA napons

Mocne BBOAa Heobx0AMMbIX AaHHbIX HaxmuTe kHomky OK. CK3U «Kpuntollpo CSP»
OCYLECTBUT KONMUPOBaHNE KOHTENHEepa 3aKpbITOro Kiya.

2.4.1.2.

YapaneHue KOHTeﬁHepa 3aKpbITOro KJjiroua

Ons Toro 4ytobbl CKONMPOBATb KOHTEMHEP 3aKPbITOro Ktoya B MeHO  BbinonHuTe Myck
= HacTtpoiika = MNaHenb ynpaBneHusa = Kpuntolpo CSP = CepBuc. B naHenn
HacTpokn CK3W Kpuntollpo CSP (cMm. Puc. 35) HaxmuTe KHOMKY Yaanutb
KOHTeiHep.

Cucrema 0To6pasunT oKHO «KomnMpoBaHMe KOHTEMHepPa 3aKpbITOro Koda» (cM. Puc. 41).

¥ AaneHWe KOHTEMHEPA 3aKpbLITOrD KAHYa x|

K.oHTefiHep 3akpuTOro KmoYa
BESAMTE LN YKAKMTE KOHTEMAHED 3aKPETOrD KH4a, KOTOPEIE HEOSKOO MO g
YO aNMTE

WA EYeEDro K.OHT EHHEDA:

42cdeed0-a092-0598-2071 733062230 Dazop... |

BEEAEHHOE UMA 3303ET KAKYEEDH KOHTEHHER:
¥ Monezosarens
i KorneoTepa

Brigepure CSP anA noMcka KHYEERR KOHTERHEDOE:

Crypto-Pro GOST R 34.10-2001 KC1 C5P j

< Hazan I [aToEn I OTreHa

Puc. 41. OkHO «YpaaneHue KOHTeMMHepa 3aKpbITOro Kjr4a>»

B HeM Heo6x0oaMMO 3anoTHUTL cnepywume nond seeoaa:

UMsa kno4yeBOro KOHTeMHepa — BBOAMTCA BPYYHYI WKW BblibupaeTcs M3 cnucka
(cM. Puc. 37) nocpeAcTBOM HaxaTua KHonkn O63op;

BBeaeHHoe nms 3afnaeT K/N1loueBoM KOHTeﬁHep - nepexkn4yaTtenb
yCTaHaBnmBaeTcsa B nosoxeHue NMonb3oBatenb 1M KoMnbroTtep B 3aBUCUMOCTU
OT TOro, B KaKOM XpaHwunuuie pacrnosioxXeH KOHTeﬁHep;

Bbibepute CSP AnAa noucka KAHOUYEBbIX KOHTEMHEpOoB - Heob6xoAnMbIN
KpunTtolposangep (CSP) BbibupaeTca n3 npeanaraemoro crnmcka.

Mocne BBOAa BCex AaHHbIX HaxMuUTe KHornky FoToBo.
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2.4.2.

Cuctema 0T06pasnT OKHO MOATBEPXAEHUS YAANEHUS KIHOYEBOro KOHTElHepa (CM. Puc.
42). Haxmunte kHonky Aa. CK3U «Kpuntolpo CSP» npoun3BeneT yaaneHUe K4YeBOro
KOHTEelHepa.

CeoWcTea: KpvnTollpo CSP

& Cerdac By aeT NPOMIEEAEHD Y ASNEHHE BCEX SAKPBITEX KAHIYEA M CepTHBMKATOE KOHTEAHERS

]

'42c4eed0-3592-05958-a071d739Fc063e30", KoHTEHHEp NEPECTAHET CYWECTEOEATE, BOCCTAHOBHTE KKIYM C 3TOrD

KOHTEHHEPa By AET HEEBO3MONHO, MPOAOMKHTE?

Aa I Het

Puc. 42. OkHO noaATBepXAeHUA yaasleHnsa Knr4vyeBoro KOHTeﬁHepa

MpoCMOTp M yCTaHOBKA JIMYHOIO cepTUdUKaTa, XpaHsLerocs B
KOHTEMHepe 3aKpbITOro Kkya

2.4.2.1. TMpocMoTp cepTudmnKaTa, XpaHsLerocss B KOHTeHepe 3aKpbITOro kjkua

[Ons Toro 4to6bl NPOCMOTPETb CcepTUdMKaT, B MeHto BbinosHMTe Myck = HacTtpoWka =
MaHenb ynpasneHna — Kpuntollpo CSP = CepsBuc. B naHenu Hactporiku CK3U
Kpuntolpo CSP (cM. Puc. 35) HaxmuTe kHomky [pocmoTtperb ceptucdukartbl B
KOHTeWHepe.

Cucrtema oT1o6pasuT okHo «CepTUduKaTbl B KOHTEMHEPE 3aKPbITOrO Kto4Ya» (CM. Puc.
43).
CepTuhHKaThl E KOHTEAHEPE 3aKPEITOND KNHYa ﬂ
K.oHTefHep 3aKpuToro Kmoya
BBE..IJ.WE MK YEQHHTE KEIH'I'EHHED SAKPEMOrd EAo4a 40d NpocHOoTpa rﬁ
CEPTHPMEATOE B 3TOM KEIHTEHHEDE

Mraa knoyesoro KOHTEHHEDA:

88chBfeb-b11e-4f55-3637 -6 a4 a0c75d Dfzop... |

EEEEHHOE HMA S3036T KINHEEOH KOHTEHHER:
* MonesosaTens
" Komnetomepa

Bridepure CSP anA noMcka KNoYeEkLl: KOHTEAHERDE;
Crypto-Pro GOST R 34.10-2001 KC1 C5P j

¢ Hazan I Danee » I OTrieHa

Puc. 43. OkHO «CepTucdunkatbl B KOHTEMMHEpe 3aKpbITOro KJjarua>»

B HeM Heobx0AMMO 3anoSTHUTb cnegywume nond seoaa:

e WMMsA KN104EBOro KOHTEWHEpa - BBOAWUTCS BPYYHYIO WM BblbMpaeTcs n3 crnmcka
(cM. Puc. 37) nocpeacTBoM HaxaTus kHonku O630p;

e BBegeHHoe WvMS 3ajaeT KJ/HOYEBOM KOHTeMHep - nepeksyaTesb
yCTaHaBnMBaeTcs B nonoxeHue Monb3oBaTtenb uiv KoMnbroTep B 3aBUCUMOCTU
OT TOro, B KaKoM XpaHMW/MLLE PacrnofioXXeH KOHTENHED;

e Bblbepute CSP pana nouckKka KJ/O4YEBbIX KOHTEMHEpOB - HeobxoaAnMbIN
Kpuntolposaiiaep (CSP) BbibupaeTcss u3 npeasaraemMoro crmcka.

Mocne TOro, Kak BCe Moss 3anojiHeHbl, HAXXMUTe KHOMKy fanee.
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Ecnu Ha [oCTyn K 3aKpbITOMY KOYY YCTaHOBMEH Naposb, TO CUCTEMA NOMPOCUT BBECTU
ero. Beeante naposib n HaxmuTe KHonky OK.

Ecnn ceptudukaTta B KOHTEMHEPE 3aKPbITOro K/t4ya HeT, TO cucteMa oTo6pasmnT OKHO,
MH@OpMMpYlOLEE NOSb30BaTeNns 06 oTCYyTCTBMKM cepTudmMKaTa B KOHTeNHepe (cM. Puc. 44).

CeoicTea: KpunTollpo CSP 5'

B KoHTERHERE CEKpeTHOMD KAHYa ‘REGISTRYY04958888-4901 -484b-a8b4-61Fe0f8bb932" oTcy TeTEYET CEpTHKKAT
OTKPEITOMD KAHYa WHBpOEaHMA

Puc. 44. OxkHo, nHpopMmupyouiee 06 orcyTtcTtBun ceptudukara

Ecnn ceptudukaTt B BbIBpaHHOM KOHTElHepe WMeeTcs, TO cucTtemMa oTobpasmT OKHO
«Ceptudukat anga npocmortpa» (cM. Puc. 45).

CepTHHKaTLI B KOHTERHEPE ZaKPpLITOrD KAH4Ya %]

CepTuduEaT ana NpocHOTpa
MNpoctoTpUTE 1 BRIGEPHTE CERTHDMEAT IE
CepTHdMEAT: I?E?E
Cyterr: |C=Rl. 0=CRYPTO-FRO, CN=7676
Moot AW mHE: |E=infn@cr_l,lptcuprcu.ru, C=RU.0=CRYPFTO-FRO. CH=T ezt Center CRFTO-f

JelcTEMTENEH o I'I 4 okraopa 2004 r. 18:01:08

NefcTEMTENEH Oo; I'I 4 okradpa 2005 r. 18:11:08
CepMiHEE HOMER: |?‘453 831E 0001 0000 0E 7D

CeolicTea

[Mazop...

b L

< Hazan OTreHa

Puc. 45. OkHo «CepTudukar gna npocMmoTpa>

na npocMOTpa OCHOBHbIX CBOWCTB cepTudmKaTa HaxXxmuTe KHonky CBOMCTBA B OKHE
«Ceptndumkatr ans npocmoTtpa» (cM. Puc. 45). Cucrema otTobpa3sut CBOWUCTBa
ceptudukaTta (cM. Puc. 46).
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Property Page Select Cerkt 2] x|

CBiLHe | Cocras | MyTe cepridmraumm |

=—-1 CeepeHWa 0 cepTUdHKaTe

IToT ceprydmraT:

*[OATEEPHASET YASNEHHOMY KOMOEHITERY HASHTHEHIKALHID
EELUEMD KOMMEHITERA

KoMy BbIAaH: 7570
KeM BblaaH: Tesk Cenker CRYPTO-PRO

AefictemTtened ¢ 14,10,2004 no 14.10,2005

@ ECTE SaKpEITEIA KAKY, COOTEETCTEYHILLMA 3TOMY CEpTHHOMKATY,

¥CTAHOEHTE CEI:ITHEI:IHKEIT. o SEAENEHHE MOCTAEWLHES |

Puc. 46. OKHO NpocMOTpa CBOUCTB cepTudukarta

2.4.2.2. YcTaHOBKa JIMYHOro ceptudukaTa, XpaHsLlerocs B KOHTeiiHepe 3aKpbITOro
KJIlo4a

MpuMmevyaHmne. B pgaHHOM pasgene pykKoOBOACTBA MOA YCTAHOBKOM
NIMYHOro cepTudukaTa MNOHMMaeTca YCTaHoOBKa cepTudukata B

ll!!__“ XpaHuvnuue JInyHole € (POPMMPOBAHMEM CCbIJIKM Ha 3aKpbITblA KHOY,
COOTBETCTBYOLWMI AaHHOMY cepTudukary.

Peanusauus Kpuntollpo CSP no3sonseTr xpaHuUTb NNYHble cepTudmKaTbl Nosib3oBaTens
He TONIbKO B JIOKaNbHOM CMpaBOYHMKE cepTUdMKATOB KOMMbIOTEPA, @ TakK e BMecTe C
JIMYHBIMW  KJIlOYaMW  MONb30BaTeNns Ha K/A4YeBOM HocuTene (NpuM  ycnoBuM, 4TO
K/IIOYUEBOW HOCUTESIb MMEET AOCTAaTOYHbIA 06bEM NaMATU ANa 3anucu ceptudukaTta).
XpaHeHune cepTudmKaTa Ha KHOYEBOM HOCUTENE NMO3BOJISIET NOSIb30BATENO NEPEHOCUTL
BCIO HeObXOAMMYIO K/OYEBYD MHdOpMauuilo C KoMnbloTepa, rae 6bin chopMupoBaH
K/toY nosib3oBaTens Ha Apyrue pabouyne mMecTa.

[ns Toro 4To6bl BOCMOMb30BAThLCA NIMYHBIMU KIlOYAMU U cepTUdMKaTaMU Nosb3oBaTens
B Pas/IMYHbIX MPUNOXKEHUSIX Ha APYrOM KOMMbloTEPe, HEOBXOAMMO Ha 3TOM KOMMblOTEPE
YCTaQHOBUTb MOJIb30BaTENbCKUI CepTUdUKAT B NOKasbHbIX CAPaBOYHUK W CO3A4aTb
CCbIIKY, KOoTopas 6yaeT OfHO3HAaYHO CBA3bIBATb CEPTUPMUKAT C JIUUHBLIM K/OYOM
nonb3oBartens.

Ona Toro 4ytobbl YCTAaHOBUTb JINYHbLIN cepTUdUKaT, BbIMOJHUTE MNOCIE€A0BaTENbHOCTb
OENCTBUI, YKa3aHHbIX B MyHKTe 2.4.2.1.

B okHe npocMoTpa cBoncTB cepTudmkaTta (cM. Puc. 46) HaXMuTe KHOMKY YCTaHOBUTHb
cepTtudukar.

OcyuwecTtBuTCAa 3anyck Macrtepa uMmnoprta ceptucdukaton (cM. Puc. 47).
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MacTep MMNOPTa CEPTHPMKATOE El

Bac nprBeTCcTBYET MacTtep

i MMMopTa cepThlKaToB

3TOT MACTER NOMOrAET KOMMPOBATE CEPTHRMIKATEI,
CMMCKM ADBEQHA M CMMCKK OT3kIEa CEPTHMKATOE C
NOKANEHOMD AMCKE B XPaHHIHWLE CEpTHIDHKATOE,

CEepTHEMKAT, BELAAHHEIR LEHTPOM CEPTHGMEALIMH,
ABMASTCA NOATEEPHAEHHEN BALUEA NHHHOCTH H
COAEPMHT MHBOPMALKHD, HEOBX0AMMYHD ANA SaWHTE
AAHHEL MAK YCTAHOBNEHHA 3ALUMULEHHENX CETEEbX
NOAKAHYEHHA, XPaHHNMILE CEPTHDMKATOE - 3T0
OANaCTE CHETEMEI, MPEAHA3HAYEHHAA ANA XPaHEHHA
CEpTHHMKATOE.

AnA NpoAoM¥eHHA HakMHTE KHoMKY "fdanes”,

OTHMEHS

Puc. 47. 3anyck Mactepa mMnoprta ceptudmkaToB

Haxmute kHonky [anee. Cuctema oTtobpasmT OKHO «XpaHunuwe cepTudukaTos», B
KOTOpOM HeobxoAMMO yKasaTb, B Kakoe xpaHunuuie Tpebyetca noMecTuTb cepTudukaT
(cM. Puc. 48).

MacTep MMNOPTa CEPTHHHKATOR il

XpaHunuue cepTudHKaTos

¥PEAHMIKLLA CEPTH(IMIKATOE - 3T0 OONACTH CHETEMB! B KOTOPER MPOHSEOANTCA
¥PEHEHHE CEpTHHEATOE,

BrIBop XPaHHAMLE MO¥ET BeITE NPOMZEEAEH WiNdDWSs SETOMATHHECKH, MIH He
MOMHD YKAZATE PASMELWEHHE CEPTHIMKATE BRYHHYHD,

% BETOMATHHECKH BLIBPETE XDEHHIHIWE Ha OCHOES THME CEpTHRHKATS;

" MOMECTHTE BCE CEPTHHMEATE B CNEAYHILES ¥PaHMIMLLE

¥EaHHMMHILE CERTHOHKATOE!

DEE00 . |

< Hazaa I Aanee = I OTHMEHS

Puc. 48. OkHO «XpaHunuuie cepTudukKaTos»

YcTaHOBUTE nepekydatesls ABTOMaTMUYECKM Bbi6paTb XpaHWIMLLE Ha OCHOBe
TMna ceptudumkara.

Ceptudumkat 6yaetr ycTaHOBAeH B xpaHunuvwe TeKywuin nonb3oBaTtenb/JIMUHbIe
WM B XpaHunuwe JlokanbHbI KOMNbioTep/JINUHbIe B 3aBUCMMOCTM OT TOro, rae
pacnonoXeH KOHTEMHEep 3aKpbiTOro ksiya (pacrnosioXeHue KOHTelHepa 3aKpbIToro
Kfo4a onpenensanocb B nyHkTe 2.4.2.1 ¢ noMouwblo nepeknoyatens BBeaeHHoe uMms
3afaeT KJIlDUYEeBOi KOHTEeWHep).
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Mocne BbINOJHEHHbIX AENCTBUA HAXMUTE KHonky Aanee.

Cuctema otobpasunT okHO «3aBeplueHue paboTbl MacTepa nMnopTa ceptTudunkaTos» (CMm.
Puc. 49).

MacTep vMnopTa cepTUpHKaATOB ﬂ

3aBepLueHve paboTbl MacTepa

i MMNopTa cepTdKaToR

PafoTa MAacTERa MMNOPTS CEpTHBMIEETOE YCMNELWHD
ZAEEPLUEHA.

BEINK YKa3aHEl CNEAYHIWHE NApaMETRLL

BriOpaHHOE XpPaHHIMWLE CEpTHRMKATOE  ABTOMATHYECK
CoAepHHMOE CepTHhHKaT

1] | i

OTHEHS |

= Hazan

Puc. 49. 3aBepuieHMe MacTepa uMnopra ceptudmkaTos

MpoBepbTe NpPaBUABHOCTbL BblIGpaHHbIX MapaMeTpoB M HaXxMuTe KHonMky [oToBoO.
Cuctema oT06pasnT OKHO, MHbOPMUpYlOWee nosb3oBaTtens 06 ycnewHon ycTaHOBKe
ceptudukata (cMm. Puc. 50)

MacTep MMNOpTa CER ﬂ

@ |-"1MI'IEI|:IT YCMNEWHO BEINONHEH,

Puc. 50. YcnewHoe BbiNOJIHEHME UMNopTa

2.4.3. YcTaHOBKa nNM4YHOro ceptudukarta, XxpaHsauwerocs B danne

NMpuMmeuaHme. B pgaHHOM pasgene pykKOBOACTBA MOA YCTAHOBKOM
NMYHOro ceptudmkata MOHUMAETCs YyCTaHOBKa cepTudukata B

M xpaHunuue JinuyHble C HOpMMPOBaAHMEM CChIJIKM Ha 3aKpbITbIA KHOY,
COOTBETCTBYOLWNNA AaHHOMY cepTudumkaTy.

Ona Toro 4tobbl YCTAHOBUTb JIMYHBLIN CepTUdUKAT B MeHlo, BbiNonHUTe Myck =
Hactpoiika = MaHenb ynpasneHusa = Kpunrtollpo CSP = CepBuc. B naHenu
HacTpoinkn CK3U Kpuntollpo CSP (cMm. Puc. 35) HaxmmTe KHOMKY YCTaHOBMUTb
JINYHbIN cepTudmkar.

CncteMa otobpasuT okHO «MacTtep yCTaHOBKW NnnM4yHoro ceptudumkata» (cm. Puc. 51).
O3HaKOMbTECb C TEKCTOM M HaXMuUTe KHOMNKy [anee.
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MacTep ¥CTaHOEKW NMUHOND cepTHdrKaTa %]

Bac NpUBEeTCTEYET MacTep YCTAHOBKM
r@ NUYHOro cepTUhUKaTa
tor FA3CT 2P NOROr3ET YCTAHOEWTE CERTHRMEAT B RPaHHMnHW e

AHYHER CERTHPHESTOE M HACTPOMTE 08 HEMD CCeINEY HA
EOHTEHHED SaKPETOrd Kakada.

TTHYHEIE CERTHEHEAT - 3TO CEPTHRMEAT, 017 KOTOporo
WMEETCA COOTEETCTEYOWME ErYy SakPEMEIN KDY B EAKOYEEQR
KEII-FI'EI:'iHE'-'pE H3 HOCHTEnNe,

TTHYHEIR CERTHUFHEAT B MPaHMAMWE CERTHRMEITOE 4OMHEH
WHETE CChINKY HA SakPeTEIN Ao, B APOTHEHOM CAY4as OH
HE CHHMT3ETCA AWYHEIM, M HEKOTPRIE ONSPaUHI C Hidk ﬁ':LEL':lT HE
A0CTYNHEI

MHorpa eosHUK AT CHTYaLMK, KOrga ecTe M CEPTHWRMEAT, W
SaKprTbllfi KoY B KDI—ITE‘-'HHEFIE Ha HOCKTENE, HO HET CChINkK B
HPAHUNWWE CEPTHWRMEAT OB HA 3TOT KA. HCI‘IDEIBH'I’b

nog oGHEIE CHTYaUMHH NarOrasT 3TOT MACcTep.

1 1A npodonkeHda HasruTe kHonky ' Danse'.

¢ Hazan I HNanee » I OrraeHa |

Puc. 51. OkHo «MacTep ycCTaHOBKM JIMMHOIro ceptudmkara»

Cucrtema oTobpas3nT okHO «PacnonoxeHue darna ceptudukata» (cMm. Puc. 52). B none
UMma dainna ceptudumkarta ykaxute MONHbIA MNyTb K 3ToMy danny (yaobHo
BOCMNO/b30BaTbCs KHOMKOM 0630p) 1 HaxxMuTe KHONKy Jdanee.

MacTep YCTAHOBKM NHYHOrD CepTHduKaTa x|

Pacnonoxenuwe gafina cepTHPpHKEaTa
BeeguTe Mau YKAKMHTE pACNoNdKeHWe $alina YoT aHAENMEASara CepTHDHEATa @

Mraa dafina cepTHRMKATS;

C:heert.cer O&zop... |

CPEIDMEIT PAANA MOKET QGHMM WS CNEIYKILL A

P alin ceptHeukara - #.509 [[CER..CRT]
CoofiweHue cTaHoapra PKCS #7 [(PFE.. P, .DER]
FPAHWUMHLLE CEpMANMS0EaHHEY CepTHEHEaToE 55T

SarEyaHuHe:;
HekoTopkle RopraTEl PARN0E MOrYT CONEMHKATE B QOHOM Daine
fonee 0QHOrD CepTHBMEATA.

< Hazang I DNanee » I OTraeHa |

Puc. 52. OkHo «Pacnono>xeHue ¢ainnos ceptudpukara»

Cuctema nepeniget Kk OkHy «Ceptudwukatr ana ycrtaHoBku» (cM. Puc. 53). B Hem
BbIBOAUTCS OCHOBHas uHdopMaums o cepTudwukaTte. HaxaB Ha kHornky CBOMCTBa
MOXHO MNPOCMOTpeTb NoApObHYI MH@OpMauu O cepTudukaTe B CTaHAAPTHOM OKHe
MpoCcMOTpa CBOWCTB cepTudukarta.
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MacTep YCTaHOBKM AMYHOrO CepTHdHKaTa x|

CeprygpMEaT ANA YCTAHOBEH
MpOCHOTRMTE M BEIGERMTE CERTHRMEET ANA YCTaHOEKM IE
CepThdurar: |CRYPTO-PRO
Cytreexr: |C=RU. O=CRYPTO-PRO
Moot aEwmk: |E=inf|:|@|:r_l,lpt|:||:ur|:|.ru, C=RU, 0=CRYPTO-FRO, CH=Test Center CRYPTO-f

D eRcTEMTENEH o |24 ceHTadpa 2004 r. 14:22:20

DelcTEMTENEH NO: |24 ceHTAapA 2005 . 14:32:20
CEpUBHEIN HoMep: |1 CEC 00A5 0007 0000 0B 48

CeoicTEa

il

[IaEom,..

¢ Hazan I DNanee » I OTrdeHa |

Puc. 53. OkHOo «CepTucdunkart aoNna yCTaHOBKU »

HaxxmuTte kHonky danee.

CuncteMa oto6pa3unT okHO «KoHTenHep 3akpbIToro kato4da» (cM. Puc. 54).

MacTep YCTaHOBKM AMYHOrO CepTHdHKaTa x|

KOoHTEAHEDP 33KPLTOrD KMoYa
BESQMTE MM YK aHMTE KOHTENHED SaKPETOrD KAD4a, KOTOPEIA COOTEETCTEYET g

EEIGpaHHOMY CERTHERMEATY

HraA kaioyeEoro KoHTERHERA:

8292ce3d-633b-4363-a3bb-5f 34e 71131 Ofizop... |

BEESIEHHOE UMA S303ET KAKMEE0N KOHTERHER:
¥ MNonezoearens
" Korneworepa

Brigepure CSP gna NnoMcEa KAKYEERI: KOHTEHHEROE:

Crypto-Pro GOST R 34.10-2001 kC1 C5F j

¢ Hasang

OTragHa |

Puc. 54. OkHO «KOHTelHep 3aKpbITOro kjkuva>»

B HeM Heob6xoaMMO 3aMnoTHUTL cnegywume nond seeoaa:

e MMsa kNl0UEBOro KOHTEMHEpa - BBOAWUTCS BPYYHYIO UM BblbMpaeTcs M3 crnmcka
(cM. Puc. 37) nocpeAcTBOM HaxaTua KHornkn O63op;

J BBepeHHOe nmMmsa 3apaer K/1loueBoM KOHTeﬁHep - nepexKknw4yaTtenb
yCTaHaBnmBaeTcsa B nonoxeHve Monb3oBaTtenb vin KoMmnbloTtep, B 3aBUCUMOCTU
OT TOro, B KaKOM XpaHwunuuie pacrnosioXxXeH KOHTeﬁHep;
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e Bblibepute CSP panA nNoucKa KJ/O4YEBbIX KOHTEAHEpPoOB -  HeobxoauMbli
Kpuntolposaiaep (CSP) Bbibupaetcs n3 npeasaraemMoro crimcka.

lMocne TOro, Kak BCe NoAs 3anOfIHEHbI, HAXMUTE KHOMKY Oanee.

Ecnn Ha pocTyn K 3aKpbITOMY K/1HOYY YCTaHOBJIEH Naposib, TO CUCTEMAa MOMNPOCUT BBECTU
ero. BeeguTte naposb U HaxmuTe KHonky OK.

CuncteMa oTo6pasunT OKHO «XpaHunuuie ceptudukatos» (cM. Puc. 55).

C nomowbto KHonMku O630p Bbibepute XpaHunuwe JindHbie. CepTtudmkar byaer
YCTaHOBNEH B XpaHunvuwe TeKywui nonb3oBaTtesib/JInuHble wnnn JIoKaNbHbIN

KoMnblotep/JInyHble B 3aBUCNMOCTU oT 3HayeHus nepeksoyaTens
Monb3oBatenn/KoMmnbrotep. N3mMeHnTb 3HayeHune nepekatoyartensa
Monb3oBaTtenn/KomnbiloTep Henb3a; OHO onpeaensercs pacrosioxXeHnem

KOHTEMHepa 3aKpbITOro ktw4da (CM. NpeabliayLwmn NyHKT)

BelGop XpaHWAWLLE CEpTHdMIE llil

BLiSepHTE XpaHHIMILE CEpTHEHEATOE,

MacTep ¥CTaHOBKH NMUHOID CEPT

¥paHunuuwe ceprHdpHKaTOB

Yy amme HPAHHAMWE CERTHP
paHees CEpTHPMEATA.

l:l AOEEPEHHEIE KOPHEEEIS WEHTPEI CEPTHE
l:l AOEEPHTENEHEIE OTHOWEHKA & NPEANpHS
l:l MpOMEY Y TOUHEIE LEHTPE CEPTHEMEaLMK
l:l QALEKT NoNe30EaTENA Ackive Direckory

ﬁ h
Anvrde Ann-R=NRATE DM
1| | r

[ NokazaTe dHHHECKHE ¥PAHHAHILA

Yk asaHHBIA paHes $nar HCNoNES0E:

KOMMNBTERa ONPELEnAST BRIGOp HEC I
R Re R Ot OTHEHA |

A ®paHUAMLLE CEPTHpHK.ATOB:

M4HEIE

MenonbauETeA #paHH KL Ea CERTHBHKATOE:
% Nonesoearend
) Komnetorepa

¢ Hazan Hanee » OTmeHa

Puc. 55. OkHO «XpaHunuue ceptudunkaTos»

Mocne BbibOpa XpaHwunuwa cucrtema oTobpasnT OKHO «3aBepleHune paboTbl MacTepa
YCT@HOBKW INYHOro ceptudmkarta» (cM. Puc. 56).
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MacTep ¥CTAHOBKW AMUHOrD CepTHpMKaTa x|

3aeeplweHne paboThl MacTepa
Fg YCTAHOBKM NMYHOro cepTUthMKaTa
Padora FASCTERS YCTAHOER M AMYHOMD CepTHRMEAT S YCAelWHo
SaBepLWeHa.

BeiM yrasaHe cNeqywLmMe NaparET PR

BaaTe cepTuduraT -
Wz Palina [:\Documents and Setting
WA CERTHELEATA CarnierT ezt
cyTEEkT E=fav@crptopro. i, CH=(
MOCT B HE, C=RL, CH=tWF Ch
AENACTEWTENEH 9 okTRdpa 2003 r. 3:42:00
AeHCTEUTENEH NO 9 akTadpa 2004 r. 3:51:0
CEPHAHEIN HOMED E104 FFE4 0000 0000 002

MpOCTaEMTE Cobinky

A CRKNETHRIN K AnY I ANRAHLWA x

d _>I_I

Yagoureck, 4To BRIGPaHE! NPABMIEHBIE MAPAMETOR! W
Ha#tAuTE KHOMEY T oToE0'" 4nA BRINOAHEHWA YCTAHOEKM.

OrrieHa |

Puc. 56. 3aBepwieHne paborbl MacTepa YCTaHOBKM JINHHOro ceptudpukara

MNpoBepbTe NPaBWILHOCTb YKa3aHHbIX AaHHbIX M HaxXMmuTe kHonky FotoBo. CK3U
«Kpuntolpo CSP» npousBeaeT yCTaHOBKY cepTuduKkaTa.
2.4.4. YnpaBfieHue naposisiMy A0CTyrna K 3aKpbITbIM K/KOUaM
2.4.4.1. WN3MeHeHMe NapoJia Ha AOCTYN K 3aKpPbITOMY KJ1lO4y

Ons Toro 4ytobbl M3MEHUTb MNaponb, B MeHio BbinonHuMTe Myck = HacrtpoWka =
MaHenb ynpaBneHna = Kpuntollpo CSP = CepBuc. B naHenu Hactporiku CK3U
Kpuntolpo CSP (cM. Puc. 35) HaxmuTe KHONKY U3MEHUTb napoiib.

CuncteMa otob6pasuTt okHO «KoHTenHep 3akpbIToro kato4da» (cM. Puc. 57).

M3MeHeHWe napons KDHTEﬁHEpE 3aKpbITOro KnHo4a XI

KoHTefHep 3aKpHTOro KAYa
BESAMTE MAM YKaKHTE KOHTEMHED SaKPEMOrD KAKYE, Ha KOTOPaR HEOSROL MM g

M3MMEHWTE Nap0nk.

Mraa knioyeBoro KOHTEHHEDA:

alfzabbd-6e1-4176-3883-c45:293 71520 Dfzop... |

EEefeHHOE MMA S303ET KANHEEOH KOHTERHER:
' Monesosatens
" KomnetoTepa

Bridepure CSP gnA novcka KNOYEELI KOHTEAHEROE:
Crypto-Fro GOST R 34.10-2001 £C1 C5P j

¢ Hazang I [oToEo I OtraeHa

Puc. 57. OkHO «KOHTeiHep 3aKpbITOro Kato4ya>»
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B HeM Heobx0AMMO 3anosTHUTb cnegywume nond seeoaa:

NmMsa kIl04EeBOro KOHTeMHepa - BBOAMTCA BPYYHYIO WM BblbupaeTcs u3
cnucka (cM. Puc. 37) nocpeacTtBoOM HaxaTus KHornku O630p;

BBeaeHHoe UMSA 3ajaeT KAUYeBOM KOHTEﬁHep - nepexKknw4yartenb
yCTaHaBnmeaetTcqd B rnosoxeHve [Monb3oBatenn uin KoMmnbiotep B
3aBUCMMOCTHU OT TOIro, B KaKOM XpaHuUInule pacnosoXXeH KOHTEVIHep;

Bbi6bepute CSP Ansa noucka KJ/OYEBbIX KOHTEMHEpPOB - HeobXxoaAuMbIi
Kpuntolposaraep (CSP) BbibupaeTca n3 npeanaraemMoro crnucka.

Mocne TOro, Kak BCe Moss 3arnojIHeHbl, HAXXMUTE KHONKY FoTOBO.

Cuctema oT06pasnT OKHO BBOAA MApo/ssl Ha AOCTYMN K 3aKpbITOMY K4y Bbl6paHHOMO
KOHTelHepa (cM. Puc. 58). BBeanTte ykasaHHbIA Naponb U HaxMmmnTe kKHonky OK.

5

[T 2anomHuqTE naponk

Beenume napoik 409 KOHTERHERS
alfcabBd-Bed-4176-3889-c45:2937FR20

Maponk: I’“"“‘“’1

o |

Puc. 58. BBoa napons Ha aocrtyn

Ecnu naponb BBeAeH BepHO, TO CUCTeMa 0TO6pa3MT OKHO BBOZa HOBOIro naposda Ha

AOCTyn

K 3aKpbIToMy ktody (cM. Puc. 59). BeeanTte aBaxkabl HOBbIM MNapo/ib U HaXMUTe

KHoMKy OK.

[

o YecTaHoBMTE HOERIA Napaik

Hoekli naponk:

[MNogTEEp*HOEHME: I’“"“"‘

[T ZanomHuTE naponk

k. | OTreHa | MNogpotHes > |

Beegure nBaakbl HOBEIEH Naponk 409
K.OHTEHHEDa

Ixxxxx

Puc. 59. BBoa HOBOro napons

Mocne Beoga naponsa CK3UN «Kpuntollpo CSP» ocyllecTBUT CMeHY napons Ha AoCTyn K
3aKpbITOMY KJtO4Y.

L1

MpuMeyaHue. BMecTO YyCTaHOBKM Maposd Ha AOCTYyn K 3aKpbITOMY
knoyy CK3U «Kpuntollpo CSP» no3sonsieTr 3awudpoBaTb AaHHbIN
3aKpbITbI K/KOY Ha APYroM 3aKpbiTOM K/OYE, a TakXe pasfenvtb
3aKpbITbIN K04 Ha HECKOIbKO Ko4YeBbiX HocuTenen. OcyliecTBAeHue
AaHHbIX onepauun nogpobHo onucaHo B nyHkTe 3.1.4.

2.4.4.2. YpaneHue 3anoMHeHHbIX naponeu

CK3u1

«Kpuntollpo CSP» no3BofnseT COXpaHWTb B CreunasbHOM XpaHuauwe

IOKaNbHOro KOMMbIOTEPA MapofM Ha JAOCTYN K KOHTEWHepy 3aKkpbiTOro K/oua
(coxpaHeHMe OCYLLEeCTBASIETCS YCTAHOBKOM diara 3anoMHUTb NapoJib B OKHE BBOAA
naposia Ha AOCTYNn K 3aKpbITOMY KkJwuy). Ecny naponb coxpaHeH B [LaHHOM
XpaHunvule, To Npu o6palleHMM K 3aKpbITOMY K/o4vy Mapofib aBToMaTUyecku 6yaer
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CuMTaH 13 KoHTelHepa 6e3 nosiBneHnsa OkHa AN BBOAA Napons. B 3TOM xe xpaHunuile
COXpaHAEeTCa TOYHOE HaxOXAEHWEe K/YEBOro KOHTelHepa (CBA3Ka Mexay WMeHeM
KOHTENHepa 1 YHUKasbHbIM UMEHEM KOHTElHepa).

Ons Toro 4tobbl yaanuTb 3aMOMHEHHbI MNaposib B MEeHIo BbiNonHuTe Myck =
Hactpoiika = MaHenb ynpaBneHua = Kpuntollpo CSP = CepBuc. B naHenu
HacTpokn CK3W Kpuntollpo CSP (cMm. Puc. 35) HaxmuTe KHOMKY YaAaanutb
3arnoMHEeHHbIe NnapoJsim.

CuncreMa oTo6pasunT OKHO «YaaneHue 3arnoMHEHHbIX naponen» (cM. Puc. 60).

l!l"'ﬁlvl':ll'IEHI-ﬁE FanOMHEHHbBIH I'IEPDIIEFi XI

YaanuTe SanoMHEHHEIE NAP0NKM KOHTERHEDOE CEKPETHEIX

K HOHEL:
v {1

™| Eovnetomepa

OrreHa | | ok I

Puc. 60. OkHO «YpaaneHue 3arnoMHEHHbIX Naponen>»

B 3ToM okHe ycTtaHoBuTe ¢dnarn Monb3oBaTtens/KomnbroTtepa Ana yAaneHus
COXpaHEHHbIX Ha JIOKaJIbHOM KOMMbIOTEPE B CreLManbHOM XpaHWuLLie naponei u
HaxMuTe KHonky OK. Ecnu coxpaHeHHbIX naposieli HeT, TO COOTBETCTBYylOLWas 06/1acTb
6yaeT 3aTeMHeHa.

CK3U «Kpuntollpo CSP» ocCylecTBUT yAaslieHMe COXPaHEHHbIX Mapofier TONbKO U3
cneumanbHOro XpaHuauwa Ha JlIoKajlbHOM KOMMbIOTEPE; Napoflb Ha AO0CTyn K
3aKpbITOMY KJOYY He yaanseTcs.

2.5. YcraHoBKa napameTtpoB 6e30nacHOCTH

3aknaaka besonacHocTb KOHTponbHOM naHenn CK3W Kpuntolpo CSP npeaHa3sHa4deHa
ansa Bblbopa napameTpos 6e3onacHocT nNpu pabote ¢ CK3U «Kpuntolpo CSP».

Ona Ttoro 4tobbl YCTAHOBUTL NMapaMeTpbl 6€30MacHOCTM B MeHk BbinonHute Myck =
Hactpoiika = MaHenb ynpaBneHusa = Kpuntollpo CSP = Be3onacHocTb (CM.
Puc. 61).
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CeoicTea: KpunTollpo CSP 5[

CEwme I OdopyaoEaHHe | CepBuc I
JononHuTEnEHD I ANropMHTHE EesonacHocTe

—NpoEafaep No YMoAHaHKID
GOST R 34.10-94 Signature with Diffie-Hellman F.ey Exchange

| Crypto-Pro GOST R 34.10-34 KC1 CSP |
GOST B 34.710-2000 Signature with Diffie-Hellman K.ep Exchange
| Crypto-Pro GOST R 34.10-2001 KC1 CSP |

[~ NMpoBepATE KODPEKTHOCTE OTEPLTORD KAKHE

HacTpokiki KelMpoEaHIAA
[ BrmouwTe KelMpoEaHHE Fasmep kewa: |9 _:I

Britepure CSP onAa HacTpobikiM;

Crypta-Pro GOST B 34.10-2007 K.C

k. I OTtieHa [l pMEEHHTE

Puc. 61. KoHTponbHasi naHenb. 3aknaaka «besonacHocTb»

CK3N «Kpuntollpo CSP» no3BossieT OCYLLeCTBASATb MPOBEPKY KOPPEKTHOCTU
yCTaHaB/IMBAEMOIO B KOHTEMHep OTKpbITOro kfaw4va (T.e. ero CooTBeTCTBME
rocygapCtBeHHOMy cTaHgapTy). [Ons Toro u4Tobbl BKAUMTbL AaHHYHO MPOBEPKY,
Heo6xX0ANMMO YCTaHOBWUTb ranoyky B none MpoBepsAiTb KOPPEKTHOCTb OTKPbITOro
KJItova.

CK3UN «Kpuntollpo CSP» no3BonsieT TakKXe OCyLecTBnsaTb BblboOp nposaigepa no
YMONTYaHUIO AN COOTBETCTBYOLWMX TMNOB NpoBanaepa.

Onsa Tmna GOST R 34.10-94 Signature with Diffie-Hellman Key Exchange:
e He ycTtaHoBneH;
e Crypto-Pro GOST R 34.10-94 KC1 CSP;
e Crypto-Pro GOST R 34.10-94 KC2 CSP.
Ons Tvna GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:
e He ycTtaHoBneH;
e Crypto-Pro GOST R 34.10-2001 KC1 CSP;
e Crypto-Pro GOST R 34.10-2001 KC2 CSP.

Cnucok npoBanaepoB MOXET OT/IMYATbCA B 3aBUCUMOCTM OT MCMOSIHEHMA N YCTAHOBKMU
(ycTaHoBKa npoBaiaepoB A5 COBMECTUMOCTU C MpeablayLwnuMm Bepcusmn).

Ecnn CK3W «Kpuntollpo CSP» ceptuduumposaH no yposHwo KC2, TO BO3MOXHO
NpMMEHEeHWEe  KILWWPOBAHUSA  KOHTEMHEpPOB  3aKpbiTbiX  koyen.  KawupoBaHue
3aK/0YaeTca B TOM, YTO CYMTAHHbIE C HOCUTENSA K/TIOYWM OCTaloTCs B NaMsATW cepeuca.

Knwoun 13 kswa AOCTYrMHbI J'I}O60My NMPUNOXEHUIO A0 3aBepLlEeHUA paGOTbI CUCTEMDbI.
MOMUMO 3TOro K/IOY U3 K3LLa ABASETCS AOCTYMHLIM W MNOC/Ae TOro, Kak OH MU3BJIeYeH U3
cyuTbiBaTENA, W [Aaxe nocne 3aBeplleHus pa6OTbI 3arpysmBuiero >3TOT KJkO4
NMPUNoOXeHu4.
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KswupoBaHue KOHTEVIHepOB NMO3BONAET YBEJSIMYUTb NMPOU3IBOAUTENIBHOCTb I'Ile'IO)KEHMVI
3a cyer 6Honee 6bICTpOI'O AO0CTyna K 3aKpbITOMY K4y, T.K. CYHUTbIBAHME Kko4a
OCYLUECTB/IAETCA TO/IbKO OAUH pas.

Pasmep Kk3wWwa 3agaeT KONMYecTBo K}'IIOLIEI‘;L KOTOpble OAHOBPEMEHHO MOTYT XPaHUTbCA B
naMAaTun.

[na Toro uytobbl BKMAUYUTbL K3WWPOBAHWE, HEOBXOAMMO YCTAHOBWUTb rafiouky B none
BknwounTb K3WMpoBaHMe. HeobxoAMMO Takxe 3aaaTb pa3Mep Kawa B
COOTBETCTBYIOLLEM MOJEe BBOAA.

MpumeuaHne. Ecnm Ha [0OCTyNn K 3aKpbITOMY KKOYY YCTaHOBJEH
naposib, Napofyib He COXpaHeH Ha JIoOKaJbHOM KOMMNbKOTEPE, 3aKpPbITbIN
KJII0Y HaxoauTcs B Kalle (paHee K HeMy yxe 6bla OCyLLeCTBAeH A0CTyN),
TO obpaweHne K J[AaHHOMY 3aKpbiTOMYy K4y npousonger 6es
NosiBJIEHNS OKHa BBOAA Mapons Mosb30BaTeNs — KJKY aBTOMaTUYeCKM

l!!l CUMTbIBAETCA U3 KELla.

CK31N «Kpuntollpo CSP» ocCywecTBAsSeT K3WMUPOBAHME 3aKpbITbIX
K/OYen, CBA3aHHbIX C cepTuduKaTtaMm, yCTaHOBMIEHHbIMU B XpaHuUauLle
ceptudukaTos JIokanbHOro KoMMbkloTepa (HanpuMep, 3aKpbITbiX K/O4Yen
UeHTpa ceptudukaumm, Web-cepBepa) TONbKO ANS KOHKPETHOro
nonb3oBaTtens.

2.6. dononHuTtenbHble HACTPOMKMU

2.6.1.

3aknagka [JOonoNHUTENbHO KOHTposibHoW naHenn CK3WM  Kpuntollpo  CSP
npegHasHayeHa ans:

e MpOCMOTpa BEpPCMN M NyTen pasMmeweHus ucnonbsyembix CK3U «Kpuntollpo CSP»
¢dannos;

J YCTaHOBKW BpEMEHU OXNAaHWA BBOAA VIHd)OpMaU,MVI OT NoJ<ib30BaTeNA.

MpocMOTp BepCcuil MCnonb3yeMblX annos

[Ons npocMoTpa Bepcuii U nyTen pasMmeweHus ucnonbdyembix CK3N «Kpuntollpo CSP»
darinos B MeHwo BbinonHuTe Myck = HacTtpoiika — [MaHenb ynpaBaeHua =
Kpuntolpo CSP = [lononHutenbHoO (CM. Puc. 62).
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2.6.2.

CeorcTEa: KpunTollpo CSP ﬂ

D awme | D AopynloEaHuE I CepEMc
JononHuTensHo | ANropHTHEl I BezonacHocTe

— Bepoiu dalinos

File & | Werzion | Fath -
CProCtk.sy:  3.0.30441 C:AProgram FileshCommon Files __|
CProDepr.dl  3.0.30111 C:MProgram FilezhCommon Files
accord.dll 303105100 C:A%Program FileshCommon Files
adwvapid2.di 5.0.2195.6876 CoAWIMDOWS seystemn32hadya
bio.dll 303105100 C:A%Program FileshCommon Files

cpExSec.dl 30305100 C:MProgram FilezhCommon Files

cptdS0.dll 303105100 C:A%Program FileshCommon Files
:.]QQDP.-".: Al 2 n-ns 1nm F"\prnrlrnm Filash Crmmmnm FEILI

CrONMpoOBEaTE B Aypep oorMeHa |

B BDEMH 0HOaHIKA EEOQS

Bo eperaa patoTel Kpurmollpo CSP Ha skpaqe moryr
AbTE NOKA3aHEl AMANOr0BLIE OKHA, TPEOYHWME BEEOLA
WHIPOPMALMK OT NONEZ0EATENA,

30eck MOKHD HACTPOMTE MHTEPEAN EREMEHM, M0 SAEERLWEHMID
KOTOPOrD AT OKHA GYAYT SaKpBTE, Kak GUiTo NoES0ESTENE HAMAaI
Ha kHomky "OTrdeHa"".

YeTaHoeuTE EPErA 0MOAHKWA BEOOS... |

Ok I OtraeHa | anMEHHTbl

Puc. 62. KoHTponbHasa naHesb. 3akslagka «J[1onoJIHUTENIbHO »

B o6bnactu Bepcumum dainnoB B TabnuuyHon dopme npeactaBsieHa WMHdbopMaumss o
BEpCUAX U NYTAX pasMelleHns ncnonbytowmxca CK3U «Kpuntollpo CSP» dainos.

HaxaTne Ha kHonky CkonupoBatb B 6ydep ob6bmeHa npuBeseT K COXpaHEHWIo
AaHHon nHdopmaunn B 6ydep obmeHa.

YcTaHOBKa BPEMEHU 0XMAaHUSA BBOAA MHGOpMaunm ot
nosib3oBaTens

Bo BpeMmsa paboTtbl CK3U «Kpuntollpo CSP» Ha akpaHe MOryT MosIBASTbCSA AManorosbie
OKkHa, Tpebylowwne BBOAA MOJSIb30OBaTesNleM oOnpefenieHHbIX AaHHbIX (Hanpwumep, BBOA
naposs Ha AOCTYN K 3aKpbiTOMY KJHO4Y).

Ons Toro 4ytobbl YyCTAaHOBWUTbL WMHTEpBas BPEMEHU, NO 3aBepLIEHUM KOTOPOro 3TW OKHa
6yayT aBTOMaTU4YeCcKku 3aKkpbiTbl (AENCTBUE, IKBMBASIEHTHOE HaXkaTU MNONb30BaTeNneMm
KHOMkKM OTMEeHA), B MeHto BbiNosHMTe Myck = HacTtpoika = MaHenb ynpaBneHus
= KpunTtollpo CSP = [lonosHutenbHo (cM. Puc. 62).

B OKHE KOHTPONbHOM NaHenn HaXMuUTe KHOMKY YCTAaHOBUTb BpeMs OXXuAaaHus
BBOAA.

Cunctema oT06pa3nT OKHO <«WMHTepBan BpeMeHW oOXxwuaaHus BBoaa» (cM. Puc. 63).
YcTtaHoBUTE HeobxoauMmble 3HaA4YeHMs mnepeknyaTenelr 3HavyeHue nosb3oBaTensa u
3HauyeHuMe No YMOJIHaHUIO AJIS BCEero KoMnblotepa.
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MHTEpBan EpeMEHH D3WAaHWA BE0AS x|

BEEaMTE MHTEPEAN EREMEHH D#MIAHWA BEOLA NONEI0EATENA B
guanoroees okHax Epurmollpo CSP e ceryHoas:

— JHAYEHHE NoNEZ0ESTENA:

' Henones0Bars CHCTEMHDE SHAMEHME NO-YrADN4aHHID

" UnTaHoBMTE SECKOHENHOE DHMOEHMHE

" UCTaHOEMTE MHTEREAN; EO0== ceryHO

™ SHEMEHWE ME-UrTYaHMHHD 007 BEEro KotibHTED &
% UcraHosuTE GeCkOHEYHOE GHISHHE

| UnTaHosuTe MHTEREA BO0== CEXYHI

O1reHa | ok I

Puc. 63. OkHO «NHTepBaJsl BpeMeHU 0XXnaaHus BBoaa»

B 3TOoM OKHe ycTaHoBUTEe HeobxoauMble 3Ha4yeHUs nepeks4vaTtenein 3HauvyeHue
nosib3oBaTtesis 1 3Ha4YeHMe No YMOJIHaHUIO AJI BCEro KoMnbroTepa.

Monb3oBartensb, He ABMSOLWNINCS AAMUHUCTPATOPOM Ha JI0OKaJIbHOM KOMMNbKOTEPE, MOXET
OCyLWecTBUTb  TOJIbKO YCTaHOBKY nepeknw4yartens 3HaueHue nosib3oBarens
(I'IEpEKﬂIO‘-IaTEJ'Ib 3Ha4yeHue no yMO4YaHMIO ANnA BcCero KomMmnbihoTeEpa 6y.qu
BaTEMHeH) B O4HO U3 cneayrwmx NOJTOXKEHWUI:

. Mcnonb3oBaTb CUCTEMHOE 3HAYeHWe Mo YMOSYaHUIo — YCTaHaB/IMBAET 3HaueHue,
onpefeneHHoe nepeksyvaTeneM 3HavyeHne No yYMOSYaHUo AJ19 BCEro KOMMbIOTEpPa;
3TO 3HA4Y€HME YCTAHOB/IEHO MO YMOJTHaHUIO;

[ YcTtaHOBUTL 6eCcKOHeyHoe oXuaaHue - YCTaHaBnBaeT 6eckoHeYHOe oXxugaHue
BBOJAA AaHHbIX NMOsb30BaTeNA,

e YCTAHOBWUTb WHTEpBan - oOMpeAensieT WHTepBas BpPEMEHW, BO BPEMS KOTOPOro
nosib30BaTeflb AO/KEH BBECTU AaHHbIE.

N3MeHUTb nepexkn4aTtesb 3HaueHune no YMONMTYaHUIO ANA BCero KomMnbhoTeEpa
MOXET TOJIbKO MOJib30BaTesb, ABASIOWNINCS aAMUHUCTPATOPOM JIOKasIbHOrO KOMMbOTEpPa
(cM. Puc. 64). Mo ymMmon4yaHMo YCTaHOBJ/IEHO 6eCKOHEeYHOEe OXuaaHne BBoAa.

MHTEpPEan EPEMEHH DXWAAHWA BED S x|

BE&AMTE UHTEPEAN BREMEHM O#MAAHWA BEOLE NONLSOESTENA B
auanoroEsk okHar Fpurmollpo CS5F B cekyHaar:

— JHAYEHHE NONeS0EITENA

% §dcnonES0BaTE CHOTERMHOE SHAYEHME MO-UrOIUSHHE

" UeTaHoBMTE GECKOHENHOE DHMOEHMHE

i HoTaHOBMTE HHTEREAT: GO0=- ceryHn

— 3HaYEHUE NO-Yraon4aHMD 007 BCEro KokNBKTEpE:
" UnTaHoBMTE SECKOHENHOE DHMOEHME

{* UoTaHOBMTE MHTEpBAL: BO0= cekyHa

OTreHa | oK I

Puc. 64. OkHO «HTepBan BpeMeHU OXxnpaaHusa sBoaa>
ANA aAMUHUCTPaToOpa KOMIMblOoTEpa
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NMpuMmeuyaHune. 3HaveHue nosnb3oBaTena vMeet 60nbWKA NpUopuTeT
Mo OTHOWEHMIO K 3Ha4YeHUI0 NOo YMOJIYaHMIO pAnsa  Bcero
KOMMNbloTepa (HanpvMep, €CnIn 3HayeHue nepeknyvatens 3HavyeHue

ll!.._“ no yMoOJI4aHUIO AJIA BCEro KOMnbioTepa YCTaHOB/EHO B MOJIOXEHUNE

== YctaHoBuUTb WHTepBan - 600 cekyHA, a nepekyvateNb 3HadeHue
nonb3oBaTesis B MNoj0OXeHne YCTaHOBUTb HeCcKOoHeuyHoe OXxugaHue, To
AeNcTBUTENbHbIM  ByaeT 3HauyeHMe - YcTaHOBUTb 6eckoHeuHoe
oXugaHue).

2.7. YCTaHOBKa napameTpoB KpunTorpapunyeckmux anroputMos

3aknagka ANroputMbl KoHTposibHoM naHenn CK3W Kpuntollpo CSP npeaHa3HaudeHa
AN YCT@HOBKM  pas3fiIMYHbIX MNapaMeTpoB  peanm3OBaHHbIX  KpUNTorpaduyeckux
anropuTMoB.

Ons yCcTaHOBKWM napaMeTpoB KpuATorpaduyeckux asroputMOB HeEOob6X0AMMO B MeEHH
BbiNoAHUTL Myck = Hactpoiika = MaHenb ynpaBnenuusa = Kpuntolpo CSP =
Anroputmbi (cM. Puc. 65):

CeoicTEa: KpunTollpo CSP E[

CEwpe I [ AopynosaHHe I Cepeuc
JononHuTENEHD AArOpHT I | b esonacHoCTE
— Dawme

[apardeTpel 2AropUTHE $ELMPOESHHA;

TOCT P 34.11-94, napame
[1aparETpEl ANropMTE WM POEIHMA;

IFEII:T 28147-89, napareTpel Mo YrMon4aHHD j
[NapareT okl AAr0pMTRE NOAMHCK;

IFEII:T F 34.710-2001, napareTpel o Yraom4aHH j
[MapareTpel anropirrda JuddK--entdaHa:;

IFEIET P 34.710-2001, napareTpel oSrdeHa no gManej

Brideprre CSP ona HacTpoliki napameTpoe:

Crypto-Pro GOST A 34.10-2001 KC1 C5P j

k. I OTrEHa | I'IpHmEHHTbl

Puc. 65. KoHTposibHasa naHenb. 3aknagka «AnroputMmbl>»

3aknagka ANMropuTMbl COAepXUT ABe obnactyu, B KaxAoh W3 KOTOPbIX A4
COOTBETCTBYIOLWMX KpunTorpapuyeckmx anroputMOB peanu3oBaHa BO3MOXHOCTb
yCTaHOBKW NapaMeTpoB:

B obnactn O6wme

e OCYLLeCTBNsieTCA yCTaHOBKa MapaMeTpoB anroputma xewwuposaHusa — FOCT P 34.11-94
(napameTpbl NO YMOSIYaHUIO);

e OCYLLECTB/ISIETCS YCTaHOBKA MNapaMeTpoB anroputMma wwudposaHmns — FOCT 28147-89
(napameTpbl No yMmon4yaHuto, napameTpbl Ockap 1.0, napametpbl Ockap 1.0,
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napametpbol PWK1, napameTpbl wudpoBaHua 1, napameTpbl wWudpoBaHus 2,
napameTpsbl WwWngposaHus 3).

e yCTaHOBKa napameTpoB ajroputMma BbipaboTKuU U NPOBEPKWN 3NEKTPOHHOM LUMPPOBOM
noanucu:

o ansa Crypto-Pro GOST R 34.10-2001 - TOCT P 34.10-2001 (napameTpbl no
yMonyaHuto, napaMeTpbl Ockap 2.x, napaMeTpbl noanucu 1);

o ansa Crypto-Pro GOST R 34.10-94 - TOCT P 34.10-94 (napameTpbl no
yMON4YaHuoo, napaMeTpbl noanucu 1, napameTpbl noaAnuvcu 2, napaMmeTpbl
noanucm 3)

e yCTaHOBKa napameTpos anroputMma Aunddu-XennmaHa:

o ansa Crypto-Pro GOST R 34.10-2001 - TOCT P 34.10-2001 (napamMeTpsbl
obMeHa no ymonyaHuo, napamMeTpbl o6MeHa 1);

o ansa Crypto-Pro GOST R 34.10-94 - TOCT P 34.10-94 (napameTpbl no
yMOn4aHuo, napameTpbl obmeHa 1, napameTpbl obMmeHa 2, napaMeTpbl
obmeHa 3).

B o6nactn Bbibepute CSP aons HacTpoiku NnapamMeTpoB.
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3. IHTepdenc reHepaummn Kirodemn

3.1. Co3pgaHue KI4YeBoro KoHTenHepa

3.1.1.

3.1.2.

Bbl60p KAOUEeBOro HoCcUTeNs

Mpn co3gaHUM KIOYEBOro KOHTelHepa cucteMa OTo6pasuT OKHO Bbibopa KH4YeBOro
HocuTensa (Puc. 66).

=

= BoTaBETE YMCTEIA KADYEEDH HOCUTENE test 1.
=
— CeegeHuA
HeoTpoficTea: B cTaEnEHHER HOGHTENE:

EE =

CocToAHHE:

Feectp

-

nlli'\'l.l' {ml=IuTal l"'l j
| 0k, I OTtieHa CEEOEHWA <<

Puc. 66. Bbi6op ks1l0UEBOro HOCUTENSA

DTO OKHO OTobBpaxaeTcs B TOM C/fyyae, Koraa nMosib3oBaTeslb WUMEeT HEeCKO/bKO
YCTPOMCTB, CAyXallMx KJOYEBbIMU CUMTbIBATENAMU. B cnydyae, Korga K/o4yeBoi
CYMUTbIBATENIb TOJIBKO OAWH, OH BbI6VIpaeTCFI aBToMaTU4eCckKn, U 3STO OKHO He
oTobpaxcaeTcs.

Mocne TOro, Kak KJK4YeBOM CYMTbIBaTENb BblbpaH, HaxxMnTe KHonky OK.

eHepauns Ha4vyanbHOW nocnegoBaTenbHocTn ACH

Mocne Bbibopa KAOYEBOro CUMTbIBATENSA, €CNM B CUCTEME HE YCTaHOBJIEH anmnapaTHbI
OCH, cuctema otobpasuT OKHO «buonormyeckmii aaTumk crydarHeix umcen» (cM. Puc.
67).

BHONOrHMYECKMA AaTUHK CAYUaHHE] Xl

H a#MMaIT e KASEMWLM MAM AEMraiTe hBlUBKD. ..

[Her

(NENEENENNENNNNNNEND

OTkas |

Puc. 67. BnosorMyeckui faTumk cjiyydyamHbiX yncen
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3.1.3.

3.1.4.

Buonornyecknii pgatyumk Cﬂy‘-laﬁHbIX yncen npegHasHadeH And reHepauuu HayanbHOM
nocneaoBaTebHOCTU AaT4KMKa CﬂyanIHbIX yucen.

ansa reHepauunm Heo6XoAMMO HaXxXuMaTb Ha KAaBULLIN UIN ABUTaTb MbILWbIO.

BBoa nmapons Ha AOCTYN K 3aKpbITOMY KUy

Mocne 3aBeplweHns paboTbl GMONOrMYeckoro AaTyMka CrydarHbIX 4uCen cucTema
oTo6pasuT OKHO BBOAA Mapofid Ha [AOCTYN K 3aKpbITOMY K4y CO34aBaeMoro
KOHTelHepa (cM. Puc. 68).

HeTaHoBEMTE Napoie Ha COS1AE3ErBIN
KOHTEAHED

f* YeTaHOBMTE HOBRIA NApaik

Hoekli naponk: I“““

[NogTEEp#OEHME: I

¥ 3anomHuTE naponk

OTreHa | MNogpotHes > |

Puc. 68. BBoa naponsi Ha AOCTYN K 3aKpPbITOMY KJ1lOUYy

B 35TOM OKHe cyllecTByeT BO3MOXHOCTb BBOAA TEKCTOBOrMO Mapofiss Ha [AOCTynm K
3aKpbITOMY KJOYY CO34aBaeMoro KoHTelHepa (OAMH M TOT Xe naposib Heo6XxoAnMo
BBecTM B nonss HoBbiii naponb u MoarBep)kaeHue). py yCTaHOBKE rasiouku
HanpoTUB Nons 3anOMHUTb NapoJib, OH ByAEeT COXpPaHEH B peecTpe.

Mocne BBoAa napons HaxmuTe KHonky OK.

Ecnn kN4 reHepupyeTcs Ha HoOcCUTesNb, MOAAEPXWBAOLWMI annapaTHblA Napoib Wau
NMUH-KOA, TO HeO6XoAMMO BBECTU TOT Napofb (MUH-KOA), KOTOPbIN YCTaHOBMEH Ha 3TOT
KIIO4EBOW HOCUTESb.

Bbl60p crnocoba 3awmnThbl AO0CTYyMNa K 3aKpbITOMY KJ1HO4Yy

Mommmo BBoga napons B CK3WN «Kpuntollpo CSP» cylwecTBylT Apyrve cpeacrtsBa
3alnTbl AOCTYMNa K 3aKpbITOMy Katody. [ns Bbibopa noaxoasiLiero cpeacTBa 3almTbl B
OKHe BBOZA Maposns Ha AOCTYN K 3aKpbITOMY K04y CO34aBaeMoro KoHTerHep (cM. Puc. 68)
HaxmuTe kKHonky Moppo6Hee. Cuctema oTobpasnT OKHO Bbibopa cnocoba 3awuThl
AOCTyna K 3aKpbiTOMYy K4y CO34aBaeMoro KoHTeWHepa (cM. Puc. 69). 3awmTa
HOCUTeNnen NoAAEPXMBAKWMX anmnapaTHbi naponb (MWMH-KOA) BO3MOXHAa TOJSIBKO Ha
3TOM naposne (NnH-KoAe).
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HeoTaHoBMTE Napoik Ha COSAaBaErBIN
KOHTEHAHED

" YeTaHOBMTE HOERIN Dapans

HioBeIit napank:; I

[laoTEEm#nEHME! I

[T 2anomHuTE napone

™ YeTaHoEMTE HOBLIN Kk

M3 koHTERHERS: Eriopate. .. |

[T Cozgare Hoswi KaHTENHED

f* {PasgenTe K04 Ha HECKOBKD HOCHTEneE

F.onMyecTED HOCHTENER ANA ZarpyskH |3 :I
Ddwee yeno HoCHTENEHA |5 j

CTraeHa | MogpooHees << |

Puc. 69. Bbi6op cpeacrBa 3alimTbl [OCTYNa K 3aKPbITOMY KJ1HOYY

B aTOM OkHe coaepiaTcs cneaytowue nons:
e YCTaHOBMUTb HOBbIA NapoJib — BBOJA TEKCTOBOIrO Naposis;

e VYCTaHOBUTb HOBbIA KAKWOY - 3aluMbpoBaHME [AHHOIMO 3aKpbITOro K/ya Ha
APYroM 3aKpbITOM KJloue;

[ PasaenuTtb KJIIOY HAa HECKOJIbKO HOCcUTenem - pasageneHne AaHHOro 3aKpbIiToro
KJl04@ Ha HEeCKOJIbKO HocuTenen anga obecneyeHms 4OCTyna K HeMy.

[nsa Bo3BpaTa 13 okHa Bbibopa crnocoba 3awmTbl OCTYyNa K 3aKpbITOMy Ktody (cM. Puc. 69)
K OKHY BBOAA napons Ha pgoctyn (cM. Puc. 68) nNOBTOPHO HaXMuTe KHOMKY
Moapo6Hee.

3.1.4.1. YcrtaHOBKa HOBOro naponsi

Ecnn nepekntoyaTenb yCTaHOBNEH B Mojie YCTaHOBUTb HOBbIW naponb (cM. Puc. 69),
T0 CK3U «Kpuntollpo CSP» ocCywWeCcTBUT 3aluTy K/o4a MNpy nomMowuM napons Ha
OOCTYynN, BBEAEHHOro € kfaBmaTtypbl. Heo6xoAMMO OCYLLEeCTBUTbL AENCTBUSA, ONUCAHHbIE B
nyHkTe 3.1.3.

3.1.4.2. YcTaHOBKa HOBOroO KJo4ua

Ecnu nepekntoyaTtenb yCTaHOB/IEH B Nojie YCTaHOBUTb HOBbINA K04 (CM. Puc. 69), 10
CK3U «Kpuntollpo CSP» ocCylecTBUT 3aliMTy K/4a npyv noMowmM 3awundgpoBaHus
AAHHOro 3aKpbITOro KoYa Ha ApPYyroM 3aKpbITOM Kito4e,

Ons 3Toro Heo6xoAMMO BBECTM UMS KOHTEMHepa (Uan BblIbpaTb KOHTEMHEP M3 CNUCKa C
rnoMollbio KHOMKM Bbi6paTb), cozepXallero 3aKpbITbii K/HOY, Ha KOTOpoM 6ynert
OCYLLECTB/IEHO 3awndpoBaHME MCXOAHOFO 3aKpbITOro Kawya. lMpu HaxaTum KHOMKM
Bbi6paTb cnucteMa oTo6pasnT CMMCOK CYLLECTBYOWMX KOHTeNnHepoB (cM. Puc. 70).
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i Boib0op KNHOYEEOro KOHTERHEPA Xl

— B crucke nokaseiEaTe:

F D.DH}KECTBEHHI:IE MrEHS r HHukaneHEIE HidEHa

Cnucok knoyeEs: KDHTEI:{HEFIDB NoONES0ESTENA:

CyMTBIEaTEAE 5 | Mr4A KOHTEMHERA -
Vataab48-0ca2-43df-ab21 -b7 2hE
b348bade-cI0e-4ac?-beel-6e31658aEdbe
b348bade-cI0e-dac?-beel-6e31658a6dbe
b348bade-c30e-4ac?-beel-6e31608a6dbe

ARl e - M- dar 7 -heall-Re RHTRT
3
Cancel | OF. I

4

Puc. 70. CNUCOK CYLLEeCTBYIOLMX KOHTEHHEpPOB

Mocne Bbi6opa HeOH6X0AMMOro KOHTenHepa HaxMuTe KHonky OK. Mpwu 3ToM npousonger
3awmndpoBaHne aHHOMO 3aKpbITOro KJto4va Ha Katove BbIBpaHHOro KOHTeWHepa.

CK3U «Kpuntollpo CSP» nossonseT ocylwecTBNAATb 3aWwndpoBaHMe AAHHOMO K/4va He
TOMIbKO Ha CyLLeCTBYIOLWEM 3aKpbITOM Kitoye. MNpu yCcTaHOBKE rasouku HanpoTuB Mosns
Co3patb HOBbIA KOHTeWHep (cM. Puc. 69) cucrtemMa aHanormyHo c€o3AacT HOBbIN
KOHTEMHEP W Ha ero KJK4Ye OCYLLeCTBUT 3awndpoBaHUEe 3aKpbITOro Kiko4va AaHHOro
KOHTelHepa.

3.1.4.3. PaspeneHue KN0UYa Ha HECKOJIbKO HOCUTenen

Ecnn nepekniovyaTenb ycTaHoBieH B nojsie Pa3gennutb KJKOY Ha HECKOJ/IbKO
HocuTenen (cM. Puc. 69), To CK3N «KpunTtollpo CSP» oCyLlecTBMT 3alLMTy K/toda npu
NnOMOLM pasfeneHns AocTyna K HEMY MeXAYy HECKONbKUMU KAK4YEeBbIMU HOCUTENSAMMU.
Kaxabll N3 3TUX HOCUTENen ABSIETCS CaMOCTOSATE/IbHbIM KOHTEMHEPOM C COBCTBEHHbIM
naposieM Ha AOCTYN K 3aKPbITOMY KJHOYY.

HeobxoanMo 3anonHUTL cneayrowme nons:

e KonunuectBo HocuTesniel AN 3arpy3KM — UYUC/IO HOCUTENEeN, HeobXoAUMbIX ANs
[OCTyna K 3aKpbiTOMY KJ/Tlo4y.

e O6uwee KkKONMYECTBO HOcuUTenen - obllee KOAMYECTBO HOCUTENEN, Mexay
KOTOpbIMU KoY 6yaeT pa3geneH.

Mocne 3anofiHEHWUSI 3TUX MNONEe cucTemMa neperaeT K Mpoueccy co3AaHusi HOBbIX
KOHTEMHEPOB, Y4YacTBYKLWMX B pasfde/leHMM UCXOAHOro  KJkoua. Konuyectso
CO3/aBaeMbIX KOHTEWHEPOB paBHO 3Ha4YeHUlo, YyKaszaHHOMYy B none O6wee
KOJINYECTBO HOCUTENEMN:

1. Ana kaxaoro co3gaBaeMoOro KoHTeMHepa cuctemMa oTob6pasnT okHO Bbibopa
Knoyesoro Hocutens (cMm. Puc. 66). B aToM OkHe Heobxoammo BbibpaTb HOCUTEND,
KOTOpbIA 6yAeT ydacTBOBaTb B pa3fesieHnn Kitoya.

2. Tlocne TOro, KaKk Ans BCeX KOHTeWHepoB BblbpaHbl HOCUMTENW, cucTeMa OTo6pasuT
OKHO «buonornyeckuii patumk cnydariHblx uucen» (cM. Puc. 67), B KOTOpPOM
npovsonaeT reHepaumss HayanbHON MOCNeAOBaTENbHOCTM JdaTyuMka Cly4vanHbIX
yncen. Ecnn yctaHoBneH @u3MYeCcKUi AAaTUYMK CAyYaWHbIX 4yucen, TO reHepauus
npousBeaeHa 6yaet uM. B aToM cnyyae okHO «Buonornyecknin Aatumk cnydamHbIX
ymcen» otobpaxaTtbcs He byaerT.

3. Tlocne 3aBeplieHns reHepaumm cmctema otobpasuT OKHO BBOAA MApOsist Ha AOCTynN
K 3aKpbITOMY KUY ANS Ka)XA0ro co3gaBaeMoro KoHTternHepa (cM. Puc. 68). B aTtom
OKHe Heob6xoaMMO BBECTM naposib 1Mbo Bbi6paTh Apyroe CpeAcTBO 3almThl 4OCTYNa
K 3aKpbITOMY KJto4y Npu nomowm kHonku Mogpo6Hee (cM. Puc. 69).

Mocne TOro, Kak BCE KOHTEWHepbl, Yy4dyacTBYKLWME B pasgeneHuu Kiwda, 6yayr
cosfaHbl, NPoOn3oiAeT Npouecc obecneyeHuns 3almTbl AOCTYNa K 3aKpbITOMY KJItO4y.
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3.2. OTKpbITUE K/THOYEBOIro KOHTEMHEPA

3.2.1.

3.2.2.

OTCYTCTBVIe KJ1lO4EBOIro HOCUTENA

B cnyyae OTCYyTCTBUS KOYEBOrO HOCUTENS MPU OTKPbITUM KJIKOYEBOrO KOHTenHepa
cuctema oTobpasnT okHO, coobuatowee 06 oTcyTcTBuM HocuTens (cMm. Puc. 71).

&g BrCTaesTe KalUeEnH HOCHUTEE
=7 00000000_FEEB4875-FC.
— CeegeHua
YHerpoiicTea: B oT aENEHHEIA HOCMTE R

CocToAHKE:

OTCyYTCTEYET HOCUTEE.

OTreHa CeEneHA <4

Puc. 71. OtrcyTcTtBMe He06X0AMMOro HocuTens

Mocne Toro, Kak Hocutenb 6yaeT MOAKAOYEH, CUCTEMA NEpenaeT K CeayoWweMy OKHY
(cm. Puc. 72).

Ecnn TpebyeMblit HOCUTENb YCTAaHOBUTL HE Y[AEeTCsl, HaXMuTe KHonky OTMeHa. B 3ToM
cnyvae NpoLecc OTKPbITUS KOHTelHepa npekpaTuTcs.

B cnyuae, koraa Heobxo4MMbIN KOYEBOW HOCUTENb MOAK/OYEH, OKHO, coobuiatollee
06 OTCYTCTBUM KJIHOUEBOIo HOCUTENS, oTobpaxaTbCcst He byaerT.

MpoBepka Naposisi Ha AOCTYN K 3aKpbITOMY K/to4y

Mocne TOro, Kak HeobxoAMMbI HOCUTENb YCTAHOBJEH, cuctema noTpebyert
NOATBEPXAEHME Maposisg Ha AOCTYN K 3aKpbITOMY K04y OTKPbIBAEMOro KOHTEMHepa.

3.2.2.1. MpoBepka TEeKCTOBOro naposs

Ecnn 3awmTa pgoctyna K 3akpbITOMy K/o4dy 6blia ocylecTBieHa npu noMowm BBOAa
TekCcToBoro napons (cM. nyHkT 3.1.4.1), To 6yaeT oTobpaxeHO OKHO NPOBEPKKU Mapons
ANa AOCTYyrna K 3aKpbITOMY K/lOYYy OTKpbIBAEMOro KoHTenHepa (cM. Puc. 72).

BesauMTe naponk 008 KOHTEHHEPA
b348bade-cI0e-dac s -beel-Bo3 EEBabdbe. 4

[Mapone: I’“‘"

[ ZanommuTe naponk

OTreHa |

Puc. 72. NMNpoBepka naposifa Ha AOCTYN K 3aKPbITOMY KJIIOUY
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Ecnu npu co3aaHum OTKPbIBAEMOrO K/OYEBOro KOHTEMHepa BO BpeMsl BBOAA NMapos Ha
AOCTYyNn K 3aKpbITOMY K/AKW4Yy rajiodka HanpoTtue nongd 3anoMHuUTb napoinb 6blna
ycTaHoBneHa (CM. nNyHKT 3.1.3), To naponb 6bi1 CoOXpaHeH B peecTpe. MOBTOPHbIN BBOA
(npoBepka) aToro napons He TpebyeTcs, MOSTOMY OKHO MPOBEPKK Napons oTobpaxeHo
He byperT.

Ecnu naponb BBeAEeH HEBEPHO, CUCTEMA NMOMPOCUT MOBTOPHO BBECTU Maporsib.

Mocne Toro, Kak Naposb yKasaH BEpPHO, CMCTeMa MpPeasioXUT BBECTU HOBbIN Maposb Ha
[OCTYM K 3aKpPbITOMY KJ1O4Y 3TOr0 KOHTerHepa (cM. Puc. 73).

MpumeuaHune. Hocutenu, nMerowme annapaTHbIi NUH-KOA, MOTYT UMETb
"—.—._“ OrpaHMyeHue Ha KONMYECTBO HeyAauyHblX MOMbITOK BBOAA Mapons.
== MNpeBbilWeHMe 3TOro npeaena NpuBoAUT K B6I0OKMPOBAHMUIO HOCUTENS UIN
KOHTeWnHepa.

3.2.2.2. MpoBepka napona npu 3awmndpoBaHUK K/IOYA HaA APYIrOM KJiloue

Ecnn 3awmTta poctyna K 3akpbiTOMy Kao4vy 6blia  ocylwecTtBieHa npu nNoMoLm
3aWndpoBaHNsa AAaHHOIO 3aKpbITOro K/4va Ha APYroM 3aKpbiTOM KJko4ye (CM. MYHKT
3.1.4.2), 10 6yneTr oTtobpaxxeHO OKHO MPOBEPKM Mapons AN A0CTyna K 3aKpbITOMY
KJII0YY KOHTeNHepa, Ha Ka4e KOTOporo NpoBoAMOCh 3alwndpoBaHme (cM. Puc. 72).

Mocne Toro, Kak 6bln MOMAyYeH [AOCTYN K KJYy pacwudpoBaHusa, npousoinaer
paclwimndpoBaHne K4Ya OTKPbIBAEMOro KoOHTelHepa. Cuctema MpeaioxXunT BBECTU
HOBbIW Naposib Ha AOCTYN K 3aKPbITOMY KoYy 3TOro KOHTelHepa (cM. Puc. 73).

3.2.2.3. MpoBepka naposs npu pasaesieHnm Kar4da Mexay HeCKOJIbKUMMU

3.2.3.

HOCMUMTEeNaAMMU

Ecnu 3awmTa [oCTyna K 3aKpbITOMY KJ/OUYY OCYLLECTBASAAch Npy MOMOLWM pasAesnieHus
KJto4Ya Mexay HocuTensamu (CcM. NyHKT 3.1.4.3), To nNpoBepKy TpebyeTcs OCyLLeCTBUTb
ANl TaKoro KOJM4YecTBa HocuTenei, Kakoe 6b10 ykasaHo B nosie KonuuecTso
HocuTesiel AnA 3arpys3Ku Mpu cos3faHun KoHTelHepa. MNpu HaxoXAEHUM OAHOrO M3
K/loYa CMCTEeMa OCYLLECTBMT CTaHAApPTHYIO MPOBEPKY Mapons Ans Kao4a-4yacTy.

Mpn OTKPLITUM OAHOIO M3 HOCUTENEN, YUYACTBYIOLLErO B pasfeneHnn Kava HEKOTOpOro
KOHTelHepa (@ BCe OHW B CBOK OuYepelb TaKXe ABAAKTCA HOCUTENsIMM), MpoBepka
naponsi Ha AOCTYMN K 3aKpbITOMy K/O4y MpPOBOAMTCS B COOTBETCTBMM CO CMOCO60M
3alnTbl AOCTYNa K KJIOYY, MPUMEHEHHbIM K IaHHOMY HocuTento. B obuwiem cnydae, ans
pa3sHbIX HOCUTENEN, y4YacTBYIOWMX B pasfesieHUM 3aKpbITOro K/toua O4HOro M TOro Xe
KOHTelHepa, MoryT 6bITb MPUMEHEHb! pasHble CMOCO6bI 3aLLMThbl AOCTYMNa K K/ouy.

BBoa HOBOro Maposis Ha AOCTYN K 3aKpbITOMY KJIHO4Yy

Ecnn npu cosgaHum KOHTeVIHepa napoJib COXpaHAnca, To B OKHE BBOAa HOBOIMo naponsd
Mo yMOJIYaHUIO HanpoTMB Noas 3anoOMHUTb NapoJib 6yu.eT CTOATb raJjioyuka.

Beequre 0Ea#akLI HOBEIH Napoe 404
KOHTeHHEpS

{* YeTaHoEWTE HOBRIA Naponk

HoEkIl napane: I“’“‘““

MNogTEEp#HOEHKE: |’1

r JanorHUTE naponke

OTreHa | MNogpoSHes = |

Puc. 73. BBoa HOBOro naposisi Ha AOCTYN K 3aKpPbITOMY KJ1IO4Yy

B 3TOM OKHe Heob6xoAMMO ABaxkAbl BBECTM HOBbIN Napofib M60 NpyM MOMOLUM HaXaTus
kHonkn Moapo6bHee nepenTn K OKHY Bblibopa crnocoba 3awmTbl A4OCTYNa K 3aKpbiTOMY
knouy (cM. Puc. 69). Bce genictBms no Bbibopy cnocobbl 3almMTbl AOCTyNa OnMcaHbl B
nyHkTe 3.1.4.

Mocne BbINOJIHEHHbIX AEUCTBMIN HAXXMUTE KHoMKy OK.

- 53 -



XKTAN.00015-01 90 02-05. Kpuntollpo CSP. MHcTpyKumna no ncnonb3osaHuio Kpuntollpo CSP n TLS.

Ecnn cMeHa napons He TpeGYETCﬂ, Ha>XMUTE KHOMKY OTMeHa.

3.3. NeHepauus Kno4ven n nonydeHme ceptudukaTta npy nomoum YL

Ons dopMMUPOBaHUSA NUUHBIX KITHOUYEN U NoNyYeHUs cepTUdNKaToB MOXKHO BOCMOSb-
30BaTbCsA TeCcToBbIM LleHTpoM CepTudukaumnm http://www.CryptoPro.ru/CertSrv.

/2] Cnyxeb1 ceprudwaumm - Microsoft Internet Explorer -|O] x|
J File Edit Wiew Favorites Tools Help ‘

J Address I@ hktp: ) fwww, cryptopro.rufcerksey fcertrgma. asp j ﬁGn

Microsoft -- C | CEpTHEMKAUMKH - Test Center ‘FTO-PRO

PacluMpeHHBIW 3anpoc Ha cepTuduKar

Woentupuunpyowan nHopMaumAa:

ITER ICH,JJ,D[CIDEI HMeaH MeaHoend

INeKTPOHHEA NOYTA: ISidDr@maiI.ru

ClpraHuzauma; IACME

MogpazaensHue:; IMapKETHHF

[opog: |M0|:KBa

DBRacTe, WTaT: |

CTpaHa/pervon: IRU

HaznaveHue:

|CepTH¢HKaT NPOEEPKA NOAJMHHOCTH KNHEHTA j

MapameTpbl KNW4a:

CSP: | Crypto-Pro GOST R 34.10-2001 KC2 CSP =

HazHavenwe kniova: © OFmen T Mognuce & Ofa

F'aal'u'lep KNHI4a: I5']2 Mh::::1§ (oBHYHHE pasMepw Knoven: 5127

* Cozpate HOBRIA HaBop kKnioved
7 3apaTe vmA KoHTEAHERE
 Wcnone3oeatk CYWECTEYHILMA HaRop KnKvei

[~ BrNMuMTE YCHREHHYK 3ALLMTY 3akpLITOMD KNKYa

™ NametnTe Knum Kak 3KCNOPTAPYEMEIR

I_ McnonksoeaTe NOKANEHOE HPEHHNWWE KOMOBEHTERS

| Kl

&) l; I_ ’_ |4 Internst

Puc. 74. N'eHepauus kJo4a npu nomowm YL

B ananore cosgaHusa kno4da M HGOpMUpPOBaHUS 3armpoca Ha cepTtudukaT 3agante "Nms
Bnagenbua" ceptudunkaTta n BBeANTE CBOW aapec 3/1eKTPOHHOM nouyTbl "Agpec E-Mail".

Ecnn 3anpawwuBaeMbilii cepTudmkaT npeanosaraeTrcss MCNonb30oBaTb B 3/IEKTPOHHOWM
noyte, Bblbepute 3awMuWeHHast 3JIeKTPOHHaAsA nouta B pasgene O6nacrb
NpMMEeHeHuna KJua.

Ecnn 3anpawwuBaembiii cepTuduKaT npeanonaraerTcs UCNofib3oBaTb B npotokone TLS,
Bblbepute CepTudukar ayreHTUdpUKaumMm KAMeHTa B pasgene O6nactb
npMMeHeHusa KJ4a.

MpumeuaHne. Ecnu BBeAeHHbI agpec nNoYTbl He coBMajaeTr C
M 3apernctpupoBaHHbiM  agpecom B Outlook Express (Outlook),
== MCNOoMb30BaTb KpunTtorpaduueckme @GOYHKUMM B 3NEKTPOHHOM MouyTe
6yneT HEBO3MOXHO.
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4. OnucaHue UCroab30BaHMs, HACTPOEK N yNpaBneHus
KSito4aMm Moayna ceteeson ayteHTudumkaumm Kpuntollpo TLS

4.1. Pa3MelleHne cepTudukaTa Ha cepeepe ISA

Ha komnbioTepe c cepsBepoM ISA ceptudwmkaT pomkeH 6ObiTb pasmeweH B Local
Computer certificate store. [na 3toro Heob6xoaAnMMO nocne yCTaHOBKWM cepTuduKkaTa
yepe3z mMmMmC KOHCOJIb CKOMMWPOBaTb CePTUMUKAT M3 XpaHWUULLA YYETHOW 3anucum
Nnonb30BaTeNa B XpaHUMLLE YYETHOW 3anncm KoMnbtoTepa. [ns 3Toro Heo6xoAnMo:

3anycTuTb KoOHcoNb MMC

Fanyck nporpaMMb 2] x|

BEEAMTE MMA NPOrpaMibl, NankH, AOKYMEHTS HAH
pecypca MHTEpHETE, M Windows oTKpOET M,

OTERLITE! j

(0] CITHMEHA | Qa30p. .. |

Puc. 75. 3anyck koHcosan MMC

B kopeHb koHconu MMC ycCTaHOBUTb [ABE MU30/MPOBAHHbIE OCHACTKM AucrneTyepa
cepTudmnKaToB:

AobBaBHTE H3DNHPOBAHHYH) DCHACTKY e

.D.EICT':II'IHbIE HMI0ONKWPOESHHEIE OCHACTEM:

cHacTka | [oCTAELLME, |:|
@ CBEQEHMA O CUCTEME ¥.opnopaua Matikpoc. ..
5| CepeepHeIE pacukpeHHA FrontPage

£h

CepTHEHEATE

¥.opnopaua Matikpoc. ..

Q CNysBa MHIER CHPOEaHMA Microsaft Corporation, F...

%3 Cny#Ga NpoEEpKM NOAAMHHOCTHE ... Fopnopauma Mabkpoc. ..

% Cnystiel ¥.opnopaua Matikpoc. .. J
@ Cny#tkl KOMOOHEHTOE K.opnopauma b atikpoc. ..

@ Cchinka Ha pecypc Bed

% TenedoHua K.opnopauma Mabikpoc. ..
ﬁll____ ———ram e amas s AT AT T elleime [ LI
— OnucaHue

OcHacTka CERTHPHEATOE NOSECNAST NPOCHATPMESTE COLepHMMOE
APEHMAML, 407 NOMCKa CEOMY CERTHRMEATOE, CERTHRHEATOE C.I'I':I}Klﬁ
K4 KOMNBHTEDOE.

JHofaete I Jakpeme |

Puc. 76. fo6aBneHne U30JIMPOBaHHOW OCHACTKM

YCTaHOBUTb OfIHY OCHacTKy Afs ynpaBfeHus cepTuduKkaTtaMum Yy4yeTHOM 3anucu
nosb3oBaTtens:
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OCHACTKA gUCNeTYepa cepTv1KaTos x|

JTa ocHacTka Bcerga ﬁ':UJ.E-‘T YNpaEnATE CERTHPHEST MM 007

% el YYETHOM SaAnM|CK NONb30EATENS

" yeTHON SanMcK ciykte

rh _L|‘-IETHOI:1 SAMNHCH KORMNBOTEDS

< Hazan I [oToED I OrreHa

Puc. 77. OcHacTtka gucnertyepa ceptudpukartoB (1)

YCTaHOBUTb BTOPYIO OCHACTKY ANS YNpaB/ieHUss yYeTHOMN 3anncu KoMnbloTepa:

OCHacTKa AMCNeTYepa CepTHDYKATOE %]

JTa oCHACTKA BCEraa BYAET YNPSENATE CEPTHEOMKAT SR 405
- MO Y4ETHON San|cH NoNES0EaTENA

™ WYETHOM SaMHCH CAYH sl

% yMETHOM SaMMCH KOMMbTEpS

¢ Hazan I Hanee » I OTreHa

Puc. 78. OcHacTka gaucneryepa ceptucdpukartos (2)

Mocne Bb|60pa 3TUX OCHACTOK KOpeHb KOHCOJZIM AOJIXKEH BbIMMAAETb I'IpVI6J'IVI3VITeJ'IbHO:
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ol
J KoHcone  OKHo  Crpaska |J == |

R
J devicTere  BuA  M=zBpaHHoe |J = -}l

CTpYETYRa Il-'136paHHoe I I Miria I

8 § y @Cepmcbmaml - TEKYWHA NONB30, ..
£ CepThdHkaTsl - TekyWMA NoNb30BaTENE B Ceprydwicatel (nokansHei kanm. .
- CepThdMKaTEl (NOKANEHEI KOMILHOTER)

Puc. 79. Konvconb MMC

YcTaHOBUTE Kypcop Ha cepTudukaT cepBepa ISA:

1ol x]
J HoHtone  OkHO  Chpaska |J D ﬁ m |

= " :
i KOpeHs KoHConK, CepTHHKATE] - TeKYLy one30EaTens ' MiuHsie CeprudrkaTel

| B XEFE[ 2

CTpyKTYPa Ib‘135par—|Hoe I KoMy Bblgad A Fem BblaaH

J AeficTeme  Bua  MsOpadHoe |J = =

Cpok a¢

] Foper koncon B T I Ciy TEST MA
E-E CepTrdmKkaTel - Tekylwmii nons30eaTer
2123 MMunee

- AoEepeHHbIe KOPHEEEIE LEHTREI C8|
-] AoEepHTENEHbIE DTHOWEHHS B Mpe,
B[ MpoMesy ToHHEIS LEHTPE! CepTHME
-] OffberT nonbsosaTena Active Direc
-1 ApyrHe nonssoeaTenm

E-EA R

-] REQUEST

El--@ CEpTHHMKATE! (NOKANEHEIA KOMNBHITER
ED NMHuHEIE

LT CepTHdHEaTEl

-] AoEepeHHbIe KOPHEEEIE LEHTREI C8|
-] AoEepHTENEHbIE DTHOWEHHS B Mpe,
B[ MpoMesyToHEIS LEHTPE CepThpME
[

[

p

#-(_1 Apyrve NonbsoBaTEnH
7] Proxies

= W W -] h
1] | _>|_I 4] |

|><paH|4nMLLLe NMidHble cogepsnT 1 cepTrdmikaT. |

Puc. 80. KopeHb koHcosim MMC

C ncnonb3oBaHmem dyHkumm Copy, 3aHecute ceptudmkat B b6ydep Clipboard

Mocne 3TOro YCTaHOBUTE KYpCOp Ha pasfene <«JnUHble» CepTUdPMKATOB OKaNbHOMO
KOMMbIOTEPA U BbINOMHUTE PYHKLMIO Paste
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MNMocne ycTaHOBKW cepTudmMKaTa cepBepHoi ayTeHTudukaumm ISA, TakuMm xe obpa3oM
yCTaHoBUTE cepTUdMKAT UeHTpa cepTudukauuu B pasgen «[JoBepeHHble KOpHEBble
LeHTPpbl CepTUdUKALMUM» XPaHUIMLLA NOKaNbHOMO KOMMbOTEpa.

4.2. Hactpomnka coeanHeHus ¢ Web-knmeHToM

Mocne ycCTaHOBKM CepPTUGMUKATOB OTKPbLITbIX K/KOYENH, HEo6XoAUMO YCTaHOBUTH W
HacTpouTb CnywaTtens Ang BHewHero IP agpeca cepsepa (IP agpec certeBoro
MHTepdelica, AOCTYNMHOro U3 BHELUHEN CETKU).

YcTtaHoBKa M HacTporika CnywaTenen ocylecTBnsieTca Ha Bkiagke Incoming Web
Requests okHa cBolicTB ISA cepsepa (puc. 69):

B okHe ISA Management yCTaHOBWUTb KypCOp Ha MMS cepBepa W HaxaTb MNpasByto
KHOMKY MbILWW.

B nosiBuBweMcs MeHto BbibpaTb NYHKT Properties.
B okHe cBolicTB cepBepa BblbpaTb 3aknaaky Incoming Web Requests.

Bbibepute pexuMm uHaMBUAyanbHoro CnywaTtena ans kKaxaoro IP aapeca B none
Identification.

MASLOY Properties d |

General I Outgoing *eb Requests
Incaming Yw'eb Requests | Ao Discoveny I Perfarmance I EezonacHoCTE

— [dentification

" |ze the zame liztener configuration for all IP addreszes

* ‘Configure listeners individually per IP address

Server | IF Addresz | Digplay N| .ﬂ.uthentic...| Server C... |

Add. || Bemove | Edi. |

TCF port: IBEI

S50 port: [443 [T Enable S5L listeners

— Connechionz

Connection zettings: Configure. .. |

[ Ask unauthenticated uzers for identification

] I OTt4eHa [ pHEHHTE

Puc. 81. YcTaHOBKa M HacTpoiika Cnywareneu

Job6aBbTe HoBOro CnywaTtens B cnucok cnywartenen ISA cepsepa.
YcTaHoBUTE NMS cepBepa.
YcTtaHoBuTE BHeLWHUN IP-agpec, Ha KoTopbin 6yaeT HacTpoeH CnywaTens.

Beeante mmsA, c koTopbiM b6yaeT oTobpaxaTbCA AaHHbIM CnywaTtenb B AajibHeEWWeM
(onuuoHanbHo).
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Server: [MasLOy =l
I Address: [192.168.68.5 =]
Diisplay Mame: Ipif.nikail.ru

[ Use a server certificate to authenticate to web clients

I Selech.. |

— Authentication
[ Basic with thiz domair:

I Select damair... |

[ Digest with thiz domair:

I Select damair...

v Integrated

[ Client certificate [secure channel only]

(] I Cancel

Puc. 82. flo6aBneHune Cnywarena/pepakrupoBaHme cBoiicTB Cnywartena(1)

[ONns HacTpoOMKM 3alUULLEHHOrO0 COoeAMHEHMS NOo npoTokony TLS € ABYXCTOPOHHEN
ayTeHTUdMKaumm cepsepa ISA HeobxoaMMO:

B okHe pobaBneHus Cnywartens UM B OKHe peAakTUpoBaHWW CBOWCTB Cnywartens,
yKasaTb Ha WCnonb3oBaHWe cepTudukata cepsepa npu ayTeHTudwukaumm c Web-

KJTMEHTOM.
Server: [MasLOv =l
IP Address: [192.168.68.5 |
Dizplay Mame: Ipif.niku:uil.ru

v illze a server certificate to authenticate to web clients

I Select... |

— Authentication
[ Basic with this domair:

I Select domain...

[ Digest with this domain:
I Select domair... |

v Integrated

[T Client certificate [secure channel only]

Ok, I Cancel

Puc. 83. lo6aBneHune Cnywarena/pepakrmpoBaHme cBoiicTB Cnywartena(2)

BbibpaTb cepTuduKaT cepBepa, KOTOpbIn 6yAeT NCNOob30BaTbCA AN ayTeHTUdUKaumm.

HaxxaTb KHoOMKy Select.
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B nosBuBLIEMCH OKHe Bbl6paTb N3 Cnucka CepTMq)MKaT OTKPbITOro KJjito4a cepBepa:

Select Certificate 2=

Select a certificate from the list of certificates available on the specified
FEIVET

Cerificates:

lzzued To | |zzued By | Expiration Date | Friendly M ame |

i hikoil. ru CATEST M. 24702002

k. I Cancel

Puc. 84. Bbi6op cepTudmnkaTa OTKpbITOro KJroua cepsepa

Yka3aTb Ha ucrnonb3oBaHue ceptudukata knmeHta (onums Client certificate (secure
channel only)).

Server. [MasLOV =1
IP A:ddress: [192.168.68.5 =]
Display M ame: Ipif.nikuil.ru

¥ Usze a server certificate to authenticate to web clients

Ipif.niku:uil.ru Select... |

— Authentication
[ Basic with this domain:

I Select damair...

[™ Digest with this domain:

I Select domair...

v Integrated

Iv iClient certificate [secure channel onlyk

(] I Cancel

Puc. 85. flo6aBneHne Cnywarena/peaaktuposaHme cBoucTB Cnywarens(3)

4.3. MNMybnukauma Web-cepsepa B ceTn VIHTepHeT

B sTOM pasgene paccMaTpuBaeTCca NOpSAoOK AenctBuit npu onybnmkosaHum Web-
cepBepa, pacnofloXXeHHOro BO BHYTPeHHel ceTu. MNpu 3ToM coeanHeHue cepsepa ISA u
Web-cepsepa 6yaet yctaHoBneHO No npoTtokony SSL.

Ana ny6nukaunn Web-cepeepa BO BHELLHIO CeTb HE06X0AMMO:
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Mony4nTb U yCTaHOBUTb Ha nybnmkyembin Web-cepBep cepTudukaT OTKpbITOrO Kitoua,
KOTOpbI 6yAeT NCNonb30BaTbCsA A1 CEPBEPHON ayTEHTUdMKAUNN.

TpeboBaHusa K cepTuduUKaTy:

Nms ceptudmkata (Common name) AO/MHKHO coBnagaTb C AOMEHHbIM UMeHeM Web-
cepBepa, yKa3blBaeMOro Ass peauMpekTa MoCcTynalwLwmx 3anpocoB (3aknaaka Action
OKHa cBoncTB npasuna Web nybnaunkaumn). Hanpumep: epif.big.nikoil.ru

06/1acTb MCMOMNb30BaHUSA K/loUa AO/KHa coaepxaTtb «AyTeHTudukaumns Cepsepa»

YctaHoBuTb cepTudukat Web-cepsepa Ha cepBepe ISA, B XpaHunuuwie JIOKanbHOro
komnbtoTepa (Local Computer certificate stor), pasgen «/loBepeHHble KOpPHEBblE
LEeHTpbl cepTudunkaunm»

HacTtpoutb Web-cepBep anst noaaepxxkmn SSL coeanmHeHUs

Hactponka Web-cepsepa npou3BoAMTCA B COOTBETCTBMM C  AOKyMeHTaumen
cooTBeTcTBYlowero Web-cepsepa.

Co3paTtb M HacTpouTb nMpasuia nybnvkaumm Ha cepsepe ISA.

B okHe ISA Management ycraHoBuTb Kypcop Ha Web Publishing Rules,
Haxopsawmiica B rpynne Publishing

HaxaTtb npaByrw KHOMKY MbIWWK U B MNOABUBLUEMCA MEHIO Bbl6paTb nocnegoBaTesibHO
New u Rule

B oTkpbiBLIEMCA OKHe, C nomouwbk Mactepa co3ganusa lpasuna Web nybnukauum,
co3aaTb nNpasuno.

Beectn nmsa nybnmkaumm (NpousBosibHOE UMS) M HaxaTb «[anee»

New Weh Publishing Rule Wizard x|

YWelcome to the New Web
Publishing Rule Wizard

Thiz wizard helps pou create a new Web publishing rule.
Wwieb publizhing rules map incoming requests to the
appropriate \Web servers.

Mate: Be zure to create new policy elements required by the
rule before you uze thiz wizard.

Wwieb publizhing rule name:

Ipif.niknil.[u

To continue, click Hext.

< Hazan I Hanee » I Orriena |

Puc. 86. OkHo MacTtepa co3saaHusa Npasuna Web

B okHe Destination Sets octaBuTb 3HaueHue, npegnaraemMoe No ymon4daHuto (nobbie
Ha3HauyeHus) U HaxaTb «[Janee».
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New Weh Publishing Rule Wizard x|

Destination Sets
Select the destinations to which thiz rule applies.

Apply this e to:

< Hazan I Danee » I OrraeHa

Puc. 87. OKHO YyCTaHOBKW Ha3Ha4YeHuUs

OTON YCTAaHOBKOM OMNpeAensieTcs, 4YTo AaHHOoe npaBuno nybnukaumm (dakTnyeckm
peavpekT) 6yaeTr npuMeHATbCA KO BceM Web-3anpocaMm, npoweawunMm 4yepes
CnywaTtenen, BHe 3aBUMCMMOCTM OT TOro, KakoW pecypC U3 BHYTPEHHEN CeTU OHU
3anpocunu. B cnyyae nybnmkauum Heckonbkux Web-cepBepoB, He06X0AMMO CO34aTb U
NPUMeHATb B npaBunax nybnmkauum HasHa4vyeHus.

B okHe Client Type ocTaBuTb 3HauyeHue, npeanaraeMoe Mo ymonvaHuio (Ntobble
3anpockl) U HaxaTb «[Janee»

New Web Publishing Rule Wizard x|

Chent Type
You can specify client type by user name, group name, or IP address.

Apply the rule to requests from:

" Specific computers [client addiess sets)

" Specific uzers and groups

< Hazan I Danee » I OrraeHa

Puc. 88. OKHO TMNa KJiMeHTa

B 3TOM OKHe Mbl yKa3blBaeM, 4TO MpaBu/o NpuMeHsaeTcs Ko BceM Web-3anpocam, BHe
3aBMCMMOCTM OT TOrO K/IMEHTa, KTo cpopMuMpoBan 3anpoc.

B okHe Rule Action BbibpaTb peavpekT 3anpocoB BO BHyTpeHHuMn Web-cepsep
(Redirect the request to this ... )

-62 -



XKTAN.00015-01 90 02-05. Kpuntollpo CSP. MHcTpyKumna no ncnonb3osaHuio Kpuntollpo CSP n TLS.

BeecTn gomMeHHoe uMsA nybnukyemoro Web-cepeepa 1 HaxaTtb «[anee»

New Web Publishing Rule Wizard x|

Rule Action
Specify how wau want thiz rule ta respand o requests from clients.

Rezponze to client requests:

" Discard the request

{+ Redirect the request to thiz intemal *'eb server [name or IP address]:

Iefo.nikuil.rd Browse... |

r Send the ariginal hast header to the publizhing server instead af the actual
one [zpecified abowe).

Connect ta this part when bridaing request az HTTF: g
Connect to this port when bridging request az 551 443

Connect to thiz port when bridging request az FTF: il

11|

¢ Hazan I Danee » I OTraeHa |

Puc. 89. OkHO BBOAa AOMEHHOIro UMEeHMn

YcTaHOBMB MpaBwuio peaupekTa TakuMm o6bpasoM, Bce 3anpochbl, npuwepwme K
Cnywatento Ha 80 nopt, 6yayTt peampektnposaTtbcs Ha 80 nopt Web-cepsepa. Toxe
camoe byaeT nponcxoauTb C 3anpocaMmu, NOCTYynUBLUMMK Ha 443 nopT (No npoTtokony TLS).

3aBepwunTb paboTy MacTtepa, HaxaB «[0TOBO».

B cnucke npaBun WEb-I'IYGﬂMKaLI,MM noaBUTbLCA HOBasdA CTpOKa, COOTBETCTBYylOLWad
CO34aHHOMY HaMu npasuny.

- ISA Management 10| =l
J,g,eﬁcnane EHa |J¢'-P||||§ ‘
CTpyKTYPa I Qrder | Marmne | Description | Action | Applies to | Destination |

] Internet Security and Acceleration Server a | @ 1 pif .nikail .ru Route... Any request &l destinations
=8y Servers and Arrays Bhrast  Default rule Derry Any request Al destinations

E-g MasLow

[].-- Monitaring
Computer
[ Ef Access Policy

-5 Publishing

F-#82) Cache Configuration
[]—- IMonitaring Configuration LI

Puc. 90. Cnucok npasun Web-nybnmkaumm
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